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ABOUT THIS OWNER’S MANUAL

This document provides information required for installing and operating BayTech’s Global
Power Management (GPM) software as a Local Database Configuration or a SQL Database
Configuration. This software allows the user to connect, power up, access, and control supported
BayTech peripheral equipment. We recommend reading this manual carefully, while placing
special emphasis on software configuration. If you have any problems with your installation,
please contact a BayTech Applications Engineer at 228-467-8231, or toll free from anywhere in
the United States at 1-800-523-2702. You may also visit us at our web site, www.baytech.net.

BayTech manufactures many remote site management products, data switches, data collection
multiplexers, remote power controllers, and peripheral print sharers. If you would like
information on any of these products, please contact BayTech Customer Service at the numbers
given above, or visit us on our company web site.

Conventions used in this manual include:

CAUTION: This term is used to denote any condition that could possibly result in physical
harm to personnel or damage to equipment.

IMPORTANT: This term is used to denote conditions that could result in the loss of
communications or to highlight the proper functioning of equipment.

NOTE: This term is used to denote items of interest to the user.
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Norlinx Software License Agreement and Warranty
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To review this License Agreement in detail, refer to Appendix A.

NO WARRANTIES. THE SOFTWARE AND MAINTENANCE IS PROVIDED ON AN
“AS AVAILABLE,” “AS IS” BASIS. TO THE MAXIMUM EXTENT PERMITTED BY
LAW, NORLINX AND ITS LICENSORS DISCLAIM ALL WARRANTIES WITH
RESPECT TO THE SOFTWARE, MAINTENANCE OR ANY OTHER SERVICES
PROVIDED TO YOU, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES
OF NON-INFRINGEMENT, TITLE, MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. NORLINX DOES NOT WARRANT THAT THE
SOFTWARE, SERVICES OR MAINTENANCE WILL MEET YOUR REQUIREMENTS,
OR THAT THE OPERATION OF THE SOFTWARE WILL BE UNINTERRUPTED OR
ERROR-FREE, OR THAT DEFECTS IN THE SOFTWARE, MAINTENANCE OR
RELATED DOCUMENTATION WILL BE CORRECTED. FURTHER, NORLINX DOES
NOT WARRANT THAT THE SOFTWARE IS FREE OF VIRUSES OR OTHER
HARMFUL COMPONENTS.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES. TO THE MAXIMUM EXTENT
PERMITTED BY LAW, NEITHER PARTY (INCLUDING NORLINX’S THIRD PARTY
SUPPLIERS) SHALL BE LIABLE FOR ANY SPECIAL, INCIDENTAL,
CONSEQUENTIAL OR INDIRECT OR THIRD PARTY DAMAGES (INCLUDING
WITHOUT LIMITATION, DAMAGES FOR PERSONAL INJURY, LOST PROFITS,
LOST DATA, BUSINESS INTERRUPTION OR SIMILAR CLAIMS) WHETHER IN AN
ACTION IN CONTRACT, IN TORT OR OTHERWISE, EVEN IF THE OTHER PARTY
OR OTHER PERSON HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN ANY CASE, NORLINX’S ENTIRE LIABILITY UNDER THIS
AGREEMENT SHALL NOT EXCEED THE AMOUNT OF FEES PAID BY YOU TO
NORLINX FOR THE SOFTWARE IN THE CALENDAR YEAR IN WHICH THE
DIRECT DAMAGES ARE INCURRED. The limitations of liability set forth in this
Section shall not be applicable to a party’s obligations for indemnification, breaches of
confidentiality, or Customer’s breach of the license rights under Section 1. Further, the
limitations of liability set forth in this Section shall act as a limitation to Customer’s
payment obligations under any applicable Order Form.

Norlinx reserves the right to investigate any warranty claims to resolve the problem or determine
whether such claims are proper, in a timely manner.

For additional or more specific license and warranty issues, contact the Norlinx Technical
Support Department at 919-846-7975 or email techsupport@norlinx.com.
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Installation and Setup

This software may be used with any single host BayTech DS or F Series controller and certain
RPC/RPS units with an internally embedded Ethernet controller module. BayTech Controllers
must have SNMP capability in order for GPM to function. All single phase and three phase
RPC/RPS products will work with the controller via an RS232 port if they are NC (normally
closed) units.

This manual covers the local database and SQL database installations. If the SQL database
installation selected, GPM will connect to an existing Microsoft Enterprise SQL Server database.
MS SQL 7 and MS SQL 2000 are supported with GPM.

GPM Owner’s Manuals and other information are attainable from BayTech's web site,
www.baytech.net, by clicking on the Other BayTech Products link and selecting GPM Software.
Documentation is viewable using MS Power Point or Adobe Acrobat Reader.

A freeware version of Adobe Acrobat Reader may be downloaded from:
http://www.adobe.com/products/acrobat/readstep2.html At this location, select your current
operating system platform and connection speed, and click the Download button. Choose the
local hard drive location in the File Download dialog box. Run the executable after download is
complete to install Adobe Acrobat Reader to your computer.

If you require assistance downloading product information or other files, please contact a
BayTech Applications Engineer at 228-467-8231, or toll free from anywhere in the United States
at 1-800-523-2702.
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Software/Hardware Requirements

Minimum hardware requirements for the GPM' software installation is a computer with a

Pentium II or higher processor, 128MB Ram, 500 MB hard drive free space, and running
Microsoft Windows 98, NT, 2000, ME, or XP.

GPM Software Installation

The GPM software is downloaded as a zip file from BayTech’s web site.

Download and Extraction
To download and extract the GPM software, follow these instructions.

1. Open Internet Explorer, and go to www.baytech.net.

2. Click Products and Solutions/Remote Site Management, and click the link for Global
Power Management.

3. Click More Information, and click the link for the GPM software zip file.
NOTE: This file name may vary depending upon the current version of software.

4. A File Download dialog box will appear. Click the Save button, and save the zip file to
your local hard drive. A folder called C:\GPM may be created for the zip file. Expand to
this location in Windows Explorer to save and extract the zip file.

NOTE: The resulting zip file is large in size, and may be deleted upon installation
completion. Web-based and MS Power Point presentations are also available for
download, as well as Software Documentation. Internet Explorer may be closed after all
downloads are complete.

5. After the file download is complete, open Windows Explorer and go to the location
where the GPM zip file is stored.
NOTE: It is assumed that WinZip or an equivalent zip file utility is available to unzip
the GPM zip file.

6. Double click the GPM zip file, and extract the files using your unzip utility to the folder
created on your hard drive.

' GPM — Global Power Management
U140A138-01 9
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Installation

The installation procedure is the same for both local database and SQL database installations.
Follow these instructions to install the GPM software.

Run GPM Setup
1. Double click setup.exe in the folder where the zip file is extracted.
2. An InstallShield Wizard dialog box appears. Click Next to continue software installation.
3. Read the Norlinx Software License Agreement in the dialog box, and click Yes.
NOTE: Refer to Appendix A to view the full Norlinx license agreement. Choosing ‘No’

causes the installation to exit.

InstallS hield Wizard x|
—— e

Please read the follawing license agizement carefully. I > B

Press the PAGE DOWN key to see the rest of the agreement.

SOFTWARE LICENSE AGREEMENT ﬁl
This Software License Agreement (ILicense Aaresmentl]) is a binding legal contract

between Norling, Inc. and the Customer,

as identified in the applizable Order Form. By signing this License Agreement OF by

downloading, installing. accessing or

using the software described herein (15 oftwarel] vou wil be bound by the terms of this

Agreement, |f pou da not agree to the

terms of this Agreement, Norling is nat willing to license anp right to use or access the

Software ta pou. In such event,

do not install or use the Software and return this entire package within thirty [30) days of =l

Do you accept all the terms of the preceding License Agreement? IF you choose Mo, the
setup will close. Toinstall GPM, you must aceept this agreement

st GHigld
< Back Yes HNo I

4. Enter the User Name and Company Name, and select who will use the GPM software.
Two options are available: ‘Anyone who uses this computer’ (all local accounts) or

‘Only for me’ (the current logged on Windows account). Click Next.
-

Customer Information

Plzase enter pour information. e

Uszer Name:
|

LCampany Mame;

Install this application for

 Bppone who uses this computer [all usersk

€ Onlyfor me )

st GHigld

<Bak | deis | caned |

5. Choose the software’s default Destination Location, or click Browse to manually select
the location. Click Next.

InstallShield Wizard
Choose Destination Location ‘
Select folder where Setup will install files, I*vm

Setup will install GPM in the following folder,

Ta install ko this folder. click Mext. To install bo a different folder. click Browse and select
another folder

Destination Folder
’VE WProgram Files\NarlingPowerConsalel, Browse..

IstallShisld

< Back Cancel |
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6. Select Complete for Setup Type, and click Next.

InstallShield Wizard
Setup Type
Select the Setup Type to install

Please select a setup type.
s Eumplstej

@ &l program features will be installed. [Requires the most disk space.]

£~ Cusgtom

Choose which pragram features you want installed. Recommended far
advanced users.

IrystallShield

< Back I Hewt > I Cancel |

7. Click Next at the Start Copying Files dialog box to begin copying program files. A Setup

Status dialog box will show the copy status.

Stant Copying Files

Review settings before copying files.

Setup has enough information ta start copying the program files. 1F you want ko review or
change any settings. click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Cument Settings:

User Informatior: =
User Mame:Christy W ood
Compary :BayTech. Inc.

Iristallation Infomation:

Target Directony:C:YProgram Files\MorinzsPowerConzole'
Setup Type Complete

: E

IristallEHie!d

< Back I Hext s I Cancel |

8. The InstallShield Wizard Complete dialog box appears. If presently connected to the
Internet, select ‘Yes, check for program updates.” Otherwise, select ‘No, skip this step.’
NOTE: Rebooting the computer is not required after installation is complete.

InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing GPM on your computer

“our Internet connection can be used to make sure that pou
have the latest updates.

& ¥es, check for program updates [Recommended]. Please’
iensure that you're conhected to the Intermet before you
proceed, :

© No, skip this step.

< Beel I Finish I Cance]

PowerConsole Icon -
After GPM Setup is complete, the Power Console icon ( Powercensolednk )y wi]] be placed on your

desktop. The GPM Software is accessible using this icon or by running the Power Console from
Start/Programs/Global Power Management.

U140A138-01 11



BayTech

Global Power Management Quick Start Manual

Initial Configuration

Initial Configuration is the same for both local and SQL database installations.

GPM Login Screen

1.

Double click the Power Console icon on the desktop to start GPM. The Global Power
Management[version #] execution engine appears, with the Welcome to Global Power
Management screen.

The first time the GPM software is executed a GPM Installation Session Dialog box

appears, indicating the UserID and Password have been automatically filled in. Click
OK.

GPM Installation Sezzion |

The UzerlD and Pazzaward have been autormatically filled far this first bme seszion anlp.

@ Fleaze record the Userll and Password for future uze.

The Global Power Management Login Screen dialog box appears providing login
information. Record this UserID and Password for future access.

Global Power Management Login Screen

UserlD P\dmin

Password Password

OK Exit

NOTE: The UserID and Password are case sensitive. By default, these values are
Admin and Password. If this information is forgotten, contact a BayTech Applications
Engineer at 228-467-8231, or toll free from anywhere in the United States using
1-800-523-2702. Selecting Exit at this Login Screen causes GPM to terminate.

U140A138-01 12
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Software Registration

GPM is installed as a 30-day trial version or is registered to receive all software functionality.
To use the trial version, click OK on the License dialog box. GPM will open, with the 30 Day
Trial header at the top. To register for a full version, complete the following.

1. Record the Company Identification Code on the License dialog box. Contact BayTech at
1-800-523-2702 or gpm(@baytech.net with this code to receive a Permanent License Key.

This is a 30-Day version of Glohal Power Management. Your sessions will
automatically elose every 40 minutes,

Flease contact NORLINK Support(1-888-214-1441) to Purchase a
Pemmanent License .

Company ldentification Code:

License Key:

Walidate | 0K

NOTE: The Company Identification Code will vary depending upon customer
requirements. BayTech will need to know how many outlets to be used and whether the
local database or SQL server version is needed.

2. Enter the Permanent License Key supplied from BayTech into the text field. The license
key may be copied and pasted from BayTech’s e-mail. Click Validate.

3. The GPM License Validation dialog box appears. Click OK to complete registration, and
then click OK to enter the GPM software.
GPMH Licenze Yalidation

Yalid License K.ey has been applied - Thanks for pour purchaze

An Invalid License Key — Please Retry... dialog box will appear if the key is not valid.
NOTE: Close and re-enter GPM to clear the 30 Day Trial header. When upgrading the
number of outlets, the license key must be updated to reflect the upgrade purchase. Refer
to section Global Power Management Setup Options — Application Settings.

U140A138-01 13
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Global Power Management Setup Options
GPM is configured in GPM Setup to meet customer database requirements. Select the Setup

option on the menu toolbar or click on the button toolbar.

Application Settings

This tab contains Company and License information, as well as the Enable Voice Support
feature. The Company Name text box is populated with information from software installation.

Global Power Management Setup

ShMP Managementl Datahase | Security | Palling | EL‘l

Company Settings

Company Marme: IYDurCompany Narne

License  change |

#of Licensed Outlets: |25[||]l]
Used Cutlets: Il]

I Enable Voice Support

Register Trial Version or Upgrade Outlets
To register a 30 day trial version of GPM or to upgrade the number of outlets for an existing
version, complete the following steps.

1. Open GPM Setup by selecting Setup from the menu or by selecting from the tool
bar. Select the Application Settings tab.

2. Click Change. Enter the valid Permanent License Key from BayTech into the License
Key text field and click Validate. The license key may be copied and pasted from e-mail
if received via e-mail from BayTech.

NOTE: Hitting ESC closes the License dialog box.
3. The GPM License Validation dialog box appears. Click OK to complete the registration

or upgrade. Click (Save), and then click El (Exit).

GPM Licensze Yalidation

NOTE: You will still see 30 Day Trial at the top of the screen. When you exit and re-
enter the software, the 30 Day Trial header will disappear.

U140A138-01 14
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# of Licensed Outlets and Used Outlets

The GPM software is licensed and sold based upon the number of power strip outlets. This
number is contained in the license key for software registration. By default and for the trial
version of GPM, this value is set to 150.

Used Outlets represents how many actual outlets are presently being managed. This may be a
number less than # of Licensed Outlets.

Enabling Voice Support

GPM enunciates actions taken via a computer sound system or computer internal/external
speakers. For example, if an outlet is turned off, GPM will announce “Turning off outlet#”. To
enable this capability, select the Applications Settings tab in GPM Setup, and click the box

beside Enable Voice Support. Click (Save), and then click M (Exit).
NOTE: A sound card with a PC speaker(s) or an internal PC speaker is required for this option.
Please contact your PC vendor for support on sound card hardware and installation.

Email Support

The Email Support tab enables internal e-mail handling for SNMP Traps and selected power
strip(s). This tab also is used to direct GPM Application Errors to Norlinx via e-mail for any
GPM program anomalies. To access this tab, open GPM Setup by selecting Setup from the

menu or by selecting from the tool bar. Click the Email Support tab.

Global Power Management Setup

SMMP Management | Catabase | Security | Polling | ﬂfl

Application Settings  iEr | FTP Support |
~Email Handler
™ Microsoft Outlook

Qutlook Profile I Microsoft Cutlook Internet Settin

V¥ Application Email Support
Mail Server(i.e. SMTP.NORLINA.NET)

Sender (j.e. user@norlingnet)

Receiver (i.e. user@naorlin:.net)

~Application Error Support
Send Application Errors To:

Caontact Marme:
Your Company Mame

Contact Phone:
our Phone Mumber

¥ Email Suppaort

U140A138-01 15
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Email Handler
Microsoft Outlook
To direct SNMP traps and other messages through MS Outlook:
1. Select this if Microsoft Outlook is the default e-mail client by clicking the box beside
Microsoft Outlook.
2. Enter the name of the Outlook Profile currently being used with MS Outlook in the text
box beside Outlook Profile.

3. Click (Save), and then click JEI (Exit) to accept changes.

NOTE: Though any version of MS Outlook is supported, some later versions do not allow
applications to automatically use the MAPI handler to send emails. MS Outlook will prompt
for permission to send the email, causing GPM to remain in a paused state.

Application Email Support
To direct SNMP traps and other messages through GPM’s built-in e-mail handler:
1. Click the box beside Application Email Support to enable this option.
2. Enter the E-mail Server name (i.e. SMTP.NORLINX.NET) in the text box under Mail
Server.
NOTE: Contact your company’s local network administrator for assistance with the
name of your e-mail server
3. Enter the Sender and Receiver e-mail addresses (i.e. user@norlinx.net) under their
respective text boxes. These two e-mail addresses may be the same.

4. Click (Save), and then click JEI (Exit) to accept changes.

Application Error Support
To configure GPM reporting capability for program anomalies (internal program errors) to
Norlinx, complete the following:
1. Enter support@norlinx.com in the text field under Send Application Errors To.
2. Enter your company name or individual contact name in the text field under Contact
Name.
3. Enter your company’s phone number or another contact number in the text field under
Contact Phone.

4. Click (Save), and then click M (Exit) to accept changes.

Enabling Email Support

The Email Support option must be enabled to use this feature. When enabled, Email Support
sends alerts, errors, and warnings to a defined e-mail address on the Email Support tab. Also,
whenever the error handler is invoked, emails are sent to Norlinx Support, so this option applies
to both sections. As an example while testing SNMP traps, a customer may wish to disable this
option to stop numerous emails until a resolution is found, at which point the option may be
enabled again. To enable this feature, simply click the box next to Email Support on the Email

Support tab. Be sure to click (Save), and then click M (Exit) to accept changes.
NOTE: E-mail must be working correctly from the client end for this feature to function.
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SNMP Management

The GPM Software uses Simple Network Management Protocol (SNMP) to interface with
BayTech controllers. Messages created by controllers are sent via an SNMP trap to SNMP host
listeners. GPM serves as a host listener for receiving these trap messages.

Controllers broadcast trap messages simultaneously to up to four IP addresses (host listeners)
defined on the SNMP Management tab. These addresses may be specified as the default I[P
addresses for the SNMP host listeners. The current PC’s IP address may also be used as an IP.

To configure SNMP Management, select Setup from the menu options or click from the
tool bar. Make sure the SNMP Management tab is selected

Global Power Management Setup

Application Settings | Email Support | FTF Support |

During Controller Setup

¥ add this machines IP Address to the Controller during setup

[V Use These Predefined IP Addressess:
Iu.u.u.n

|n.n.n.n

Iu.u.u.n

|n.n.n.n

IV Promt the user to edit IP Addresses Duting Setup

Default Trap Settings |

r Autornatically apply default trap settings
¥ Promt the user to edit default trap settings
SNMP Timeout Multiplier 10000

W Respond to SNMP Traps

During Controller Setup
The following options control IP address definition during setup of a controller. Select choices

by clicking the box beside the option. Click (Save) and then M (Exit) to accept changes.

Add this machine’s IP address to the Controller during setup

Check this option to add the current PC’s IP address to the list of available IP addresses for
controller SNMP traps. The PC’s assigned IP address appears in the list in the Select IP
Addresses for Controller Traps dialog box when a controller is first added to GPM. See Power
Management — Adding Controllers/Power Strips for more details on SNMP traps.

Use these predefined IP addresses
Check this option to specify other IP addresses for SNMP traps. Up to four different IP
addresses may be specified in the text fields. The default value is always 0.0.0.0.
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Prompt the user to edit IP addresses during setup

This prompts with the Select IP Addresses for Controller Traps dialog box when a controller is
added to GPM. Any one of the predefined IP addresses for SNMP traps may be chosen, or the
current PC’s IP address may be selected if the option Add this machine’s IP address to the
Controller during setup is enabled. By not selecting this option, the four predefined IP addresses
will automatically be used if Use these predefined IP addresses is enabled.

Default Trap Settings

Clicking this button opens a default master record (Controller Traps table) that defines how GPM
handles incoming trap messages for controllers. Default values for Log, User Intervention, and
Audible Alarm are changed by clicking in the box corresponding to the row and column of the
value to be changed. The value toggles between Y and N when clicked.

Email Addresses and Alarm Text hold e-mail addresses for sending trap information and
displaying text if an alarm occurs based upon the User Intervention and Audible Alarm columns.
Simply click in the box associated with the trap name, and enter a valid e-mail address and/or
alarm text. Multiple e-mail addresses may be added, and are separated by a semi-colon (;) or a

comma (,). Click (Save) and then click M (Exit) to accept changes. See Power
Management — Adding Controllers/Power Strips for more details on the Controller Traps table.

Automatically apply default trap settings
Enabling this option suppresses the edit of default trap settings during controller discovery and
forces the master record (Controller Traps table) to be used for the added controller.

Prompt the user to edit default trap settings

This option displays the Controller Traps table (master record) whenever a controller is

first discovered and entered into the Power Console of the GPM software. Default values for
SNMP traps may be customized to fit the needs of an organization within this table. Be sure to

click (Save) and then click IEI (Exit) to accept any changes made to the Controller Traps
table whenever it is displayed during controller setup.

SNMP Timeout Multiplier

SNMP set and get requests wait for responses based upon the Timeout Multiplier. For example,
the predefined multiplier may be set to 6.5, and if the default value of 10000 is used for the
SNMP Timeout Multiplier, the wait period for executing the sef command will be 6.5 x 10000,
or 65 seconds. When GPM is not connected to devices, this default value may cause a long
period of waiting before a timeout occurs. Therefore, it is common practice for clean network
environments (those with all devices installed) to set the SNMP Timeout Multiplier to a value
less than 10000. This multiplier should be viewed as a lessening number, since it shortens the
time GPM waits for SNMP responses.

Respond to SNMP traps

This option controls whether or not GPM responds to SNMP Trap requests. As in the example
above, during configuration, testing, or troubleshooting of BayTech devices, an environment
may wish to temporarily turn this feature off to avoid numerous messages. To disable this
option, simply click the box to uncheck it on the SNMP Management tab.
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Database

The Database tab in GPM Setup is used for configuring GPM with a local or SQL database.
BayTech will work with the customer to determine the type of installation (local or SQL
database), and will provide the necessary Permanent License Key to reflect customer
requirements. See Software Registration on Permanent License Keys and installation types.

Global Power Management Setup

Application Settings | Email 5

SHMP Management

Active Database

&~ Local User Isa
IS Sl Senver
1 Oracle Password:l

I Use Trusted Connections

Werify Cannection |

Shared Local Database Path

Werify |
Aoiivate |

fi.e. WComputer\Drive'Program Files\WNorlin:PovwerConzole'Datalocal)

Backup |
Maintenance |

Local Database Installation
To configure GPM as a local database installation, select Setup from the menu options or click

from the tool bar. Make sure the Database tab is selected.
NOTE: The trial version of GPM is configured as a local database installation. No options for a
SQL database installation will be available.

Active Database
The database type and Shared Local Database Path only are defined here for a local database.
Active Database is automatically set to Local.

Shared Local Database Path

A local database file may be shared on a computer’s local hard drive with other users on a
network. Ifthe local database folder containing database files is shared through MS Windows
Explorer, then the path may be entered into the text box under Shared Local Database Path. This

will allow other users to point to and access this database through GPM. Be sure to click

(Save) and then click IEI (Exit) to accept path configuration on the Database tab.
NOTE: Contact your company’s local network administrator for assistance with sharing files
and folders in MS Windows Explorer.

Backup
This button backs up the existing database. GPM Backup knows whether or not the install is

local or for a SQL database. For a local database, the backup is stored in
C:\Program Files\Norlinx\PowerConsole\datalocal\backup in a folder named as follows:
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Folder name = <date> <time> <AM | PM>,
where <date>=MMDDY'Y (ex. 010104) and <time>=HHMMSS (ex. 011500)
(MMDDY Y=month+day+year and HHMMSS=hour+minutes+seconds)
Using the above examples, this folder would be named 010104 011500 PM, in which the
example backup occurred on 1/1/04 at 1:15:00PM.
NOTE: These folders may be periodically deleted to create space on a local hard drive.

To back up the existing local database, click the Backup button. Click OK to return to the

Database tab and return GPM’s main background to normal view.
D atabasze Backup %]

Backup Successful to: CAPROGRAM

FILESSNORLINANWPOWERCOMSOLEADATALOCALNBACKUPYIT2204_115245_~AM

Maintenance

This button handles maintenance to be performed to the local database. When clicked, GPM
packs *.dbf files and performs other maintenance related tasks, returning the message
“Maintenance is complete.”

IMPORTANT: Before performing maintenance operations, create a database backup.

SOL Server Installation

For GPM to work with a SQL Server database, the Powerconsole database must be created and
configured using MS SQL Server Enterprise Manager, and an ODBC connection must exist.
NOTE: MS SQL Server Enterprise Manager must be installed on the computer or on an existing
server prior to configuring the GPM software to use a SQL Server database.

MS SOL Server Enterprise Manager
Open Enterprise Manager under Start/Programs/Microsoft SQL Server/Enterprise Manager.

Create the Powerconsole database

Click on Action/New Database..., click 3 (New), or click & (New Database). The Database
Properties dialog box appears. Type Powerconsole in the Name text box, and click OK.

Database Properties - x|

General | Data Filesl Trahsaction Lngl

Name: I

Database
Status: [Urknown]
Owner. [Unknown)
Date created: [Unknawmn]
Size: [Unknown)
Space available: [Unknawmn]

MNumber of users: [Unknown)

Backup
Last database backup: Mone
Last tranzaction log backup: Mone

Maintenance
Maintenance plan: Mone

Callation name: I[S erver default) d

’TI Cancel Help
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Expand this path in Tree View on the left to verify the Powerconsole database is created:
Microsoft SQL Server/SQL Server Group/[Name of SOL Server]/Databases.

Mindow ek

Run the database.sql script

Open SQL Query Analyzer by clicking Tools/SQL Query Analyzer in the menu options of
Enterprise Manager. The database.sql script that installs with the GPM software must be
executed to configure the Powerconsole database. Select File/Open..., and browse to
C:\Program Files\Norlinx\PowerConsole\datasql. Double click the database.sql file to open it in
SQL Query Analyzer. Make sure the Powerconsole database is selected in the drop-down box at
the top of SQL Query Analyzer, and click * (Execute Query). The query window will split
into two panes, and if the script is successful, a message ‘The command(s) completed
successfully’ appears in the bottom pane. Close SQL Query Analyzer and Enterprise Manager.
NOTE: Contact a BayTech Applications Engineer at 228-467-8231, or toll free from anywhere

MS ODBC Connection

An ODBC Connection will only work using the appropriate information based upon your
company’s local network and SQL Server configurations. Values and settings displayed in the
following dialog boxes may vary. Contact your local network or SQL Server administrator(s)
for assistance with SQL Server name, server authentication methods, and Customer
Configuration.
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Open Control Panel by selecting Start/Settings/Control Panel. Double click Administrative

Tools, then double-click 22t Seurces (ODBOMNH hyata Sources ODBC icon). Select the System DSN
tab, and click Add. Scroll to the bottom of the list, select SOL Server, and click Finish.

Create New Data Source x|

Select a driver for which you want ta set up a data source.

Marne [ el
tdicrozoft FoxPro WFP Diriver [*.dbf] E.l
Microsoft ODEC for Dracle
Micrazoft Paradox Driver [*.db |
ticrozoft Parados-Treiber [*.db ]
tdicrozoft Test Driver [*. st *.cav]
Micrazoft Text-Treiber [*.tat; ®.csv)
Microsoft Visual FouPro Driver
Micr izual FouPro-Treiber

< Back I Finizh I Cancel |

The Create a New Data Source to SQL Server dialog box appears. Type Powerconsole in the
Name text box, and enter a preferred description in the Description text box. Select the name

from the Server drop down list of your company’s SQL Server. Click Next.

Create a New Data Source to SOL Server x|

This wizard will help you create an ODBL data souce that you can use to
connect to SOL Server.

Mame: |F'Dwercnnsnla

How do you want to describe the data source?

Description: |GPM Powerconsole D atabase

“Which SOL Server do vou want ta connect ta?

Server |THREIR j

Finish I Mest > | Cancel | Help |

Select the appropriate SQL Server authentication method and enter any needed account

information. Click Next.
NOTE: Named Pipes is used for the purposes of this manual. To change the Network Library

settings, click the Client Configuration... button.

Create a New Data Source to 5QL Server

Howe should SEL Server verify the authenticity of the login (D7

" with Windows NT authentication using the network login 1D

5 With SOL Server authentication using a login 1D and password
entered by the uzer

To change the network lbrary uzed to communicate with SOL Server,

click Client Configuration,
Client Configuration

~ LConnect to SHL Server to obtain default settings for the
additional configuration options.

Login D |

Password, I

< Back I it =i Cancel Help
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Uncheck the options Use ANSI quoted identifiers and Use ANSI nulls, paddings and warnings,

and click Next.

™ Change the default database to:

Imaster j

™ Attach database filename:

v [Create temporany stared procedures forn prepared S L statements
Zrd drop the stored procedures:

) [l when pou disconnest,

wWhemn youdiseonnect and as appropriate while potare
coriested)

™ Use ANSI quoted idertifiers.
™ se ANSI nulls, paddings and wamings:

r U2 the faflover 0L Semwenitthe piman SE L Serer i nat
aiailale!

< Back I Mest = I Cancel | Help |

Depending upon your organization’s data language, handling of SQL Server data, and running

SQL queries, select the options that apply. For this manual, the default selections are used.

Checking Log ODBC driver statistics to the log file: C:\STATS.LOG is useful when
troubleshooting MS ODBC connection issues. The location and name of the log file may be
changed to fit your company’s needs. Once desired selections are made, click Finish.

Create a New Data Source to SOL Server x|
[~ iChange the language of SOL Server spstem messages to?

| English =l

I~ Use strong encryption for data

v Berform translation for character data

Use regional settings when outputting curency, numbers, dates and
r times.

I~ Save long running queries to the log file:

|CAAUERY.LOG Biowse, . |
Long query time [miliseconds]: ISDDDD

¥ Log ODEC driver statistics to the log file:

|CAsTATS LOG Browse. . |
< Back I Finizh I Cancel | Help |

The ODBC Microsoft SQL Server Setup dialog box appears, summarizing the selections made
for the ODBC data source. Click the Test Data Source... button to verify connectivity for the

ODBC data source to the Powerconsole database.

A new ODBC data source will be created with the following
configuration;

Microsaft SAL Server ODBC Driver Version 03.80.0134 =

Data Sowrce Mame: Powerconsole

Data Source Description: GPM Powerconsole Database
Server: WIN2000

Database: [Default]

Language: [Default]

Tianslate Character Data: Yes

Log Long Running Queries: Mo

Log Driver Statistics: Yes

Statistics File: CASTATS.LOG

Uze Integrated Security: Mo

Use Regional Settings: Mo

Prepared Statements Option: Drop temporary procedures on
digconnect

Usze Failover Server: Mo

Use ANSI Quoted |dentifiers: Mo

Use AMS| Mull, Paddings and ‘Warnings: Mo

Data Encryption: Mo

]

Test Data Source... I Q. | Eancell
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If the data source connection is successful, a dialog box indicates the connection test completed
successfully. Click OK to close the SQL Server ODBC Data Source Test dialog box.

S0L Server ODBC Data Source Test

~ Test Resul

Microzoft SOL Server ODBC Driver Yersion 03.80.0754 =
Running connectivity tests...

| Attempting connection

Connection established

Verifying option settings

Dizconnecting from server

TESTS COMPLETED SUCCESSFULLY!

If unsuccessful, a dialog box indicates the test failed and identifies the problem cause. Contact
your local network administrator for assistance with troubleshooting MS SQL Server ODBC
driver connectivity problems. BayTech assumes a customer’s network and MS SQL server are
properly configured to support MS ODBC connections. Click OK to respond to the Test Failed
message, make any changes, and repeat the Test Data Source process until the Test Successful
message is received. Click OK to the Test Successful message once it is received.

SQL Server O0DBC Data Source Test X|
~ Test Resul

Microsoft SOL Server ODBC Driver Version 03.80.0154 =
Running connectivity tests.

Attempting connection

[MicrosoftJODBC SOL Server Driver][Multi-Protocal]SOL

Server does not exist or access denied

TESTS FAILED!

Click OK to close the ODBC Microsoft SQL Server Setup dialog box. The ODBC Data Source
Administrator is now displayed, and the Powerconsole data source now appears in the list under
System Data Sources. Click OK to exist the ODBC Data Source Administrator.

£"10DBC Data Source Administrator

UserD5H  System DSN | File SN I Driversl Tracingl Connection F'oolingl About I

Svstem Data Sources;

SOL Server
Remove |
LConfigure... |

Ain ODBC System data source stores information about how to connect o
the indicated data provider. A System data sowrce is visible to all users
on this machine, including NT services.

Ok Cancel Lol Help
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GPM Setup’s Database Tab

Enter GPM Setup by choosing Setup from the menu options or click from the tool bar.
Select the Database tab.
Application Settings | Email Support | FTP Support | ﬂ-"l

SHMP Management Database | Security | Polling |

Active Database

i« Local User: ||
IS Bl Semver
 Oracle Password: I

™ Use Trusted Connections

Yerify Connection

Shared Local Database Path

(i.e. Woomputer\Drive'Program FilesMorlin:PowerConzoletDatalocal)

Backup | Destroy Database Data
Maintenance |

SQL Server Connection

Enter the identified User and Password supplied by your company’s local network or SQL
Server Administrator for connecting to the SQL Server. If your present computer’s local account
has been set up in the SQL Server as a valid account, the option Use Trusted Connection may be
selected. Clicking the box for this option grays out the User and Password fields and uses the
current local account. Click the Verify Connection button. If a valid SQL Server user name and
password are supplied or the Trusted Connection uses a valid account, a successful SQL Connect
message is received. Click OK to close this message.

50QL Connect Mezzage |

& Connection Successiul...

If there is a problem with the connection attempt, a Connection failed message is received
followed by a prompt to re-enter information. Enter the proper account information, click OK,
and click Verify Connection until the Connection Successful message is received.

Microsoft SQL Server Login |4 |l SAL Server Login
Connection failed: Data Source: Powerconzole
SCOLState: "28000° .
SAL Server Emor: 18456 I™ Use Trusted Connection Cancel |

[Microzaft[ODEC SOL Server Driver][SAL Server]Login Failed for user 'user’.

Login 1D: Iuser Help |
Password: || Optionz > |
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Change the Active Database type to MS SQL Server by clicking the box in front of this option.
Click Yes to the Confirmation Required dialog box.

Confirmation Required |

@ Change the active databaze 7
Mo |

GPM’s console screen changes to green while the SQL Server login is activated. GPM will
attempt to log onto the SQL Server with account information. At the Global Power Management
Login screen, enter the GPM recorded account information, and click OK. GPM is now ready to
be used as a SQL database implementation.

Connection Problems
Problems may occur connecting to the SQL database through GPM Setup’s Database tab if SQL
Server accounts do not exist. BayTech assumes a customer’s database administrator has created

all SQL Serer database accounts and assigned necessary rights. A brief section on SQL Server
account creation follows.

To create SQL Server accounts and assign rights, from within Enterprise Manager:
1. Expand Tree View on the left down to the Powerconsole database at the following path:
Microsoft SQL Server/SQL Server Group/[Name of SOL Server]/Databases.
2. Right click Users under the Powerconsole database, and select New Database User...
3. The Database User Properties — New User dialog box appears. Enter the desired User
name in the text box, and select New for Login Name. Click ... beside the User Name
text box on the General tab.

Database User Properties - New User

General |

Login name: I j BEmmiEsons.. . |

User name: I

Databaze role membership:

Permit in D atabase Fole
=8 public
[ db_owner

(] db_acceszadmin
] db_securityadmin
[ db_ddladmin

[ db_backupoperatar
] db_datareader

] db_datawriter

[ db_denydatareader
[ db_derwdatawriter

|
Froperties. .. |
(1] I Cancel | Help |
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4. The SQL Server Login Properties — New Login dialog box appears. Double click the
user name so it appears in the Add Name text field, and click OK

Global Power Management Quick Start Manual

SQL Server Login Properties - New Login

List Mamesg Fram: I@EA\(TEEH* j
Hames:

€ CADBoss [CAD Boss) =l
€ CADTMP (CAD CT. THP)

€ CADTRAIN (Cad Train)

ﬁ CADTraines [cad Traines)

A CADTRAIMEEZ [CAD TRAIMEE: _
&5 Christy [Christina Woad)
ﬁ Conradw [Conrad YWilliamsz)

€ Damariv [Damon Wood) =

Sdd tEmtiens... Search... |

Add Mame: [BAYTECHChristyiv/

kK I Cancel | Help |

5. Select Windows Authentication or SQL Server Authentication, and enter any necessary
account information. Select Powerconsole from the Database drop-down list.

6. Set the necessary Server Roles and Database Access on the corresponding tabs, and click
OK.

7. 1f the account does not previously exist, a message indicates the need to establish the
account and its rights. Click Yes to continue.

8. Click Cancel to close the Database User Properties — New User dialog box, and right
click Users under the Powerconsole database.

9. Click the drop down list beside Login Name, and select the name of the account just
created. Select necessary database role membership options, and click OK.

10. Verify the account appears under the list of names under the Powerconsole database’s
Users folder in Enterprise Manager Tree View on the left.

Active Database

After configuring GPM for a SQL database installation, Active Database will be set to MS SOL
Server. The User and Password do not stay in the text boxes for security purposes. Shared
Local Database Path, Backup, and Maintenance may be performed as needed.

Shared Local Database Path

This feature shares a local database file on a computer’s hard drive with network users. If the
folder containing database files is shared through MS Windows Explorer, then the path may be
entered into the text box under Shared Local Database Path. This allows other users to access

this database through GPM. Be sure to click (Save) and JEI (Exit) to accept path
configuration on the Database tab.

NOTE: Contact your company’s local network administrator for assistance with sharing files
and folders in MS Windows Explorer.
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Backup
When clicked, this button backs up the existing database. GPM Backup knows whether or not
the install is local or for a SQL database. For a SQL database, the SQL Server is used to execute
a SQL script back to the server to generate the backup. However, the actual backup is stored on
the local hard drive in C:\Program Files\Norlinx\PowerConsole\datasql\backup in a folder named
as follows:

Folder name = <date> <time> <AM | PM>,

where <date>=MMDDY'Y (ex. 010104) and <time>=HHMMSS (ex. 011500)

(MMDDY Y=month+day+year and HHMMSS=hour+minutes+seconds).
Using the above examples, this folder would be named 010104 011500 PM, in which the
example backup occurred on 1/1/04 at 1:15:00PM.
NOTE: These folders may be periodically deleted to create space on a local hard drive.

Click Backup to back up the existing local database. A dialog box appears when the backup is
complete.

Databaze Backup

Backup Successful to: CAPROGRAM
FILESS\NORLINASPOWERCOMSOLEADATALOCALNBACKUIPYD12204_115245_4AM

Click Ok to close the dialog box and return to the Database tab in GPM Setup. GPM’s main
background also returns to normal view.

Maintenance

This button handles maintenance to be performed to the local database. When clicked, GPM
packs *.dbf files and performs other maintenance related tasks, returning the message
“Maintenance is complete.”
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Security

GPM Setup’s Security tab allows a customer to implement security with BayTech equipment.
Selecting a security type determines whether local security, network-based security (Windows
Domains or Active Directory), or no security is implemented. Additional security options are
available on this tab also. Once configured, users and groups are created internally or externally
pulled from Windows NT Domains/Windows 2000 Active Directory, and then assigned any
necessary permissions to logical organizations. Refer to Power Management — Implementing
Security for details on assigning account rights.

NOTE: Only local or network accounts with Administrator privileges will be able to view the
Security tab.

Global Power Management Setup

Application Settings | Email Support | FTP Suppaort |

ShMF Management | Database 5

Security Tvpe:

Local j

™ Hide Unauthotized Tree Modes

Diamain Filter:

Local Security Setup

Security Type

Local, WinNT, and None are the available selections for Security Type. Local Security Type
implements security with created local accounts only. WinNT Security Type accesses existing
Windows NT Domains/Windows 2000 Active Directory for accounts from a network server
configured as the Primary Domain Controller (PDC). None Security Type uses the local GPM
Admin account without users. Click the drop down box under Security Type to set the type.
NOTE: If WinNT Security Type is selected, at least one level of local security should be
employed within the Local Security Setup. GPM prompts the user to switch to Local Security in
the event the Windows Network is not accessible. At this point, security setup may be accessed
by clicking the Access Local Security Setup button on GPM Setup’s Security tab.

NOTE: In WinNT Security Mode, users with inactive accounts in Active Directory will not
have access to GPM.

Hide Unauthorized Tree Nodes

Check this option to hide tree nodes from accounts that do not have access to the nodes. If not
selected, users will see unauthorized nodes within GPM’s logical organizations, but will not be
able to perform functions associated with the unauthorized nodes.
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Domain Filter

This box filters for specific tree node names from WinNT Domains or Win2000 Active
Directory. Only the domains listed under Domain Filter will be considered for assigning security
within GPM. All others will be omitted. This feature is especially useful for companies with a
large number of users/groups within their networks. If used, this feature should be set prior to
switching from other Security Types. Separate domain node names with a comma(,). Type the

name of the node for the filter in the text box under Domain Filter, and click (Save). A
dialog box appears, indicating the save was successful. Click OK to close this dialog box.

Global Power Management

Settings Successfully 5aved

Click lEl (Exit). Only the filtered node(s) are displayed under Security Structure in GPM.

Access Local Security Setup

This button configures of users and groups while using Local Security Type. It also allows a
way for network administrators to perform account maintenance during times when the PDC
containing NT Domains or Active Directory is inaccessible.

Power Strip Polling

In order to keep current information displayed for the selected power strip, the strip is polled at a
specified interval. The Polling Tab allows the user to define the frequency that polling occurs to
refresh data from the strip. How fast and how often data is refreshed on the screen is set by the

gauge setting. Be sure to click (Save) and IEI (Exit) to accept configuration changes.

Global Power Management 5 etup

Application Settings | Email Support | FTP Support | E'—‘l

ShHMF Managememl Database | Security Polling:

—~Automatic Power Strip Updates

Reset I
Min. |4.000
Ma. |132.313
J [ i
* * * J000000010000000(j0000000(j0000000]

Auto Off  kanual 25 50 75 100
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Auto, Off, Manual .

The Auto setting polls Controller Power Strips based upon calculations using the Min and Max
values. Min represents the shortest time GPM observes while gathering power strip data, while
Max represents the maximum time observed to gather power strip data. The average polling
time for the selected strip under the Auto setting is approximately 8-14 seconds. The Activity
light at the top right of the GPM console screen will flash while automatic polling occurs. Reset
clears the default values to set them accordingly for existing equipment.

The Manual setting polls Controller Power Strips manually based upon the Gauge Setting
chosen. Polling occurs every x seconds, where x=the value set on the gauge, for the Controller,
Power Strip or Outlet currently selected in the GPM software. Min and Max are not used with
this option, and the Activity light at the top right of the GPM console screen will flash whenever
polling occurs at the selected gauge interval.

NOTE: While GPM does not use the Min/Max values for the Manual setting, the user should
take these values into consideration on how often they want polling to occur.

The Off setting turns off polling completely. No polling of equipment is performed, and the
Activity light at the top right will not flash. With automatic polling disabled, latest strip data is
obtained by issuing a refresh operation at the controller, power strip, or outlet level. Also, while
viewing the gauges on the status tab, the user can click equipment in the displays to
automatically refresh data.

Any of these options may be selected by clicking the radial button underneath the option.

Gauge Setting

The Gauge Setting is used with the Manual polling option. Polling is performed based upon the
value selected on the gauge, and occurs every x seconds, where x=value selected. To select a
gauge value, simply click the adjuster bar in the gauge and drag to the selected value. A small
box will appear displaying the value in seconds for the gauge settings, and disappears once set.
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The Power Management Console

Getting Familiar with GPM’s Console screen

GPM’s Console screen appears after logon occurs. Across the top are the menu options and
menu tool bar. The main section of this screen is the Global Power Management Console, which
is divided into three panes.

* Global Power Management[v1.1.215] (&=
File Edit ‘window HReports Setup
J i‘-l e | @ ﬂ:” “ Delete | DeleteAIIl & |
*% Global Power Management Console & x|
~| Organizations: |*YZ Organization
T Histary | Status | Power Sequence | Alerts | Security
Outlets(s) [ Trap Mame [ DatelTime [
abil
=] Rew4
572 D572 Mod1 - Frinters
[-20c Empty Outlets
4l 1 o
Controllers 7 4§ Power Strips(3) Outlets{20)
DS72 - Servers 66.64.140.54 [ Cab 1 & 2.Servers57372
DS72 Mod1 - Printers 192.168.2.72 Cab 3 & 4.Servers5737T1 [2]Blade Server 2{{On}
Universal RPC 209.205.132.26 Cab 4 & 5.Servers57373 [3]Blade Server 3[(On)
[4]Blade Server 4{0n)
;l Ll [51Blade Server 5[{On) ;l
€ Admin |4 Local Database - PowerCan [Job:1 |

To the top left of the Global Power Management Console is the Organizations pane. This
section is used for creating logical organizations within GPM for grouping equipment in a
variety of ways. When GPM is first installed, this pane contains no tree structure. A tree view
approach is taken for displaying equipment, logical organizations, and other items in this pane.

At the right of the Global Power Management Console is the Information pane. This pane
contains tabs that display various information and statistics concerning existing equipment in the
GPM software. A summary of these tabs follows:
o History — displays BayTech controller messages based upon what is configured for the
Trap Settings for SNMP Management in GPM Setup
o Status — displays Voltage, Current, Power, and Temperature for a selected Power Strip,
Circuit Breaker, or Voltage source; the name appears in () next to Status when chosen.
o Power Sequence — displays information pertaining to the sequencing of equipment for
On, Off, and Reboot commands and the time to wait for each
o Alerts — displays information when an event is triggered from the SNMP master record
o Security — controls the Local and WinNT security information for creating and
manipulating groups and users

The bottom pane of the Global Power Management Console is the Equipment pane. This section
displays all controllers, powers strips, and outlets that have been detected and added to GPM for
management.

Each of these panes is separated by an adjustable divider bar. To resize a pane, simply click on
the appropriate divider bar and drag to the desired location.
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Discovering and Adding Controllers

GPM adds BayTech SNMP devices by detecting them on the local subnet or by providing
remote IP addresses of the devices. Once a device is discovered, the GPM console screen
displays the controller along with its associated RPCs and receptacles in the Equipment pane at
the bottom.

To discover a controller, select Window from the menu options at the top and select Discover

BayTech Controllers or click (Discover/Add Controllers) at the bottom left pane of the main

GPM screen. The Discover Baytech Controllers dialog box appears.

Available Controllers

=

&l

Discover Local Controllers |

Telret

Host:
i.e.208.205.132.26

A o FowerCansal e Exit
Add Remate Contraller |

Two methods are available for discovering equipment. Clicking Discover Local Controllers
polls the network for all SNMP devices on the same subnet and displays located devices under
Available Controllers. Entering a specific IP address in the text box next to Host will poll for a
specific remote device, and display it under Available Controllers once discovered.

Choose either method to pick an IP address, and click Add Remote Controller. A message
appears in the yellow bar at the bottom of the Discover Local Controllers dialog box indicating
GPM is attempting to locate the controller, followed by a message indicating the controller was
found and the request is completed. If there is a problem locating the device, the message,
“Controller could not be located...” is displayed. Information concerning the current added
remote controller is displayed in the text area to the right.

To add the controller to GPM’s Power Management Console, select the device from the list
under Available Controllers, and click Add to PowerConsole. A dialog box appears, indicating
GPM must perform a unit reset and the number of users logged into the controller. Click Yes to
reset the controller.

Global Power Management Controller Reset |

0 uzerz are currently logged into the contraller.

@ PR must perform a unit reset o ensure proper configuration.
Ok to Reset Controller 7
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The Controller CountDown dialog box counts down 15 seconds and then resets the controller to
a fresh state. The message “Adding Controller...” displays in the yellow bar of the Discover
Baytech Controllers dialog box, followed by the Adding Power Management Controller dialog
box, showing status of labeling the Power Strips as they are pulled into GPM.

RE Controller CountD o 1=l

Global Power Management Quick Start Manual

18 Controller Reset Count Duwn...l

Adding Fower Management Controller

Labeling Power Strips: RPC #(1) RPC22.. 57371

([ ]]

Once this is complete, GPM adds the controller and displays the Manage Controller Traps table.
In this table, there are 44 different trap options that may be defined. Use the scroll bar at the
right of the table to scroll down the list of customizable options. For the Log, User Intervention,
and Audible Alarms columns, simply click the box beside the value to be changed to toggle

on(Y) or off(N). Email Addresses and Alarm Voice Text are text entry columns.

% Manage Controller Traps (Name:DS72 Modulett 1 1P:192.168.2.72) o ] S

Trap Id |Trap Name Log |User Intervention|Audible Alarm |Email Addressess Alarm VoiceText[*
{f Lost Communications

=

Est. Communications
CQutlet(s) ON

Outlet(s) OFF

Outlet{s) REBOOT

Outletis) LOCKED

Outletis) UNLOCKED
Change of SMMP Configurati
Change of Outlet Configuratic
R5232 Access Yiolation
MNetwork Access Vidlation
Passwaord Change

New User Added

User Logged In

Over Temperature Yiolation
Temperature Yiolation Cleare
17| Over Current Yialation
18|Current Yiolation Cleared
19|Reset Modules Event
20|Reset Modules Complete
21|8NMP Command Execution
22|File Transfer Complete

] | o]

||| m]| =k

w

=]

]

w

=

o

m

ZlZ|Z| === | == |2 == | === <= = === =

Z|Z|Z | Z|Z| || | Ef = | E | = | =2 | Ef =) =l | =) =E =
5

=== == == |=|=|=<==<[<===<=|<|=

Trap ID and Trap Name: Lists the ID number and name of the SNMP Trap event.

Log: Logs BayTech Controller messages generated by SNMP traps. Logged events are then
displayed on the History Tab in the Information Pane of the Global Management Power Console
when outlets or power strips are selected in the Equipment Pane or Organizations Pane.

User Intervention: Adds BayTech Controller messages generated by SNMP traps to the Alerts
tab within GPM. Select Yes when a user must manually accept and clear the message. Alarm

messages will be added to the Alerts tab.

Audible Alarm: This allows an alarm to be heard through sound for the selected SNMP Trap at
the GPM Power Management Console station.
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|
Email Addresses: A single or multiple e-mail addresses may be entered to receive e-mail
notification of selected SNMP Trap events. When an alarm is tripped and an e-mail address
exists for that trap, the address is sent a notification similar to the one below. Text limit for
values in this column is 255 characters, and e-mail addresses must be separated by a comma (,)

or semi-colon (;). An example of an e-mail notification follows.

To: cwood@baytech.net

Subject: Global Power Management Alert !!! - Please Review Immediately

*—-ALERT--**--ALERT--**--ALERT--**--ALERT--**--ALERT--**--ALERT--*
Baytech Power Management Message:

User :Admin

Subject :Outlet (s) OFF

Sent To :cwood@baytech.net

Date/Time :20040211

Controller Name :DS72 Modl - Printers

Controller Ip :192.168.2.72

Power Strip Name :RPC18 - Printers Power Strip586ELl
Location :

Outlet (s) Name :[1]0utlet 1

*—=—ALERT--**--ALERT--**-—-ALERT--**--ALERT--**-—-ALERT-—**-—-ALERT--*

Alarm Voice Text: Defines specific text to be enunciated through a PC sound system if a
particular alarm is tripped for an SNMP trap.

NOTE: Enable Voice Support on the Applications Settings tab must be selected in order for this
feature to work. Refer to Application Settings under Global Power Management Setup Options
for information on the Enable Voice Support option.

Once all desired configuration is completed for the Manage Controller Traps table, click
(Save) to accept changes. A dialog box asks if it is OK to save controller settings. Click Yes.

Global Power M anagement |

@ Save Controller Settings 7

Click IEI (Exit) to close the Manage Controller Traps table.
NOTE: If a controller is not yet configured, GPM prompts to start a telnet session for

configuration after the Controller CountDown dialog box appears prior to adding the controller
to the GPM Power Management Console and displaying the Manage Controller Traps table.

Global Power Management E4 |

@ Wwfould pou like to ztart a Telnet Segsion to Configure the Controller

1 |
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Clicking Yes will open a telnet session for controller configuration. The user may retry adding
the controller after configuring it using the telnet session. Once the controller is configured, it is
added to the GPM Power Management Console using the above process. Refer to the controller
Owner’s Manual for product configuration via telnet sessions; visit

http://www.BayTech.net/ftp_series.shtml#manuals for all product Owner’s Manuals.
C:AWINNT\system32\cmd.exe

Global Power Management Quick Start Manual

Data Switch Serdies — F.3.18.4 <C> 2888 D872 Bay Technical Associates
Unit ID:= D872

Enter passwordroeses

Module: 1
Attention Character: ;
RPC11A-rs232 .
RPC42-rs5232

Device C

Device

Device

Device

Device

Device

Logout

Enter Reguest :

Clicking No does not add the controller to the Power Management Console. “Adding Controller
Failed...” appears in the yellow bar at the bottom of the Discover Baytech Controllers dialog
box. Click Exit to close this dialog box if necessary.

Configuring SNMP Trap IP Addresses

After a controller is added and the Manage Controller Traps table is configured, the Select IP
Addresses for Controller Traps dialog box appears. The user may set IP addresses where
BayTech Controllers will send SNMP Trap information. BayTech Controllers may send trap
messages to four different [P addresses, defined on the SNMP Management tab.

NOTE: Refer to SNMP Management under Global Power Management Setup Options for more
information on configuring predefined IP addresses after software install and before discovering
and adding a controller.

Select IP Addiessess for Contioller Traps

r Joooo
C o oooo
T |ooo0
T |ooo0
r Jre2168271

Controller SNMP Trap IP Addresses:

Current Trap Settings:
192.168.2.71
0000
0000
n.oon

Power Console Detected Multiple IP Addressess for this computer. Please
selectthe IP Address thatyou would like to have SWMP Traps Sent to.

Done Selecting
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Depending on the settings for the SNMP Management tab, the Select IP Addresses for Controller
Traps dialog box displays a list of available IP addresses for sending SNMP Trap messages.
Simply select the IP address for receiving SNMP Trap messages by clicking the check box next
to it in the list. Note that the 5™ IP address in the list is usually the current PC’s assigned IP
address. Once selections are made, click Done Selecting.
NOTE: Ifno IP addresses are selected, SNMP Trap messages are not sent out.

When Done Selecting is clicked, the Select IP Addresses for Controller Traps dialog box closes
and a message, “Controller <IP address> Successfully Added...,” appears in the yellow bar of
the Discover Baytech Controllers dialog box. Click Exit to close this and return to the GPM
Power Management Console. Any discovered and added Baytech controllers will appear at the
bottom in the Equipment Pane.

GPM'’s Equipment Pane

Controllers that are discovered and added to GPM’s Power Management Console appear in the
Equipment Pane at the bottom of the console under Controllers. Clicking on an added controller
from this list will display its corresponding Power Strips and their Outlets under the Power Strips
and Outlets lists also in this i ane.

#% Global Power Management[v1.1.214] ==

File Edit 'Window HRepaortz Setup

Jﬂ@lﬂlﬂ&” “ Delete | De|eteA|||@||

* Global Power Management Console - |&]x]
g | & |1 | organizations: = Activity | @
1 History | Status | Power Seguence | Alerts | LIy
Qutletsis) | Trap Mame | DatefTime I;
al 1 o
Controllers 7 4 2 Power Strips(3) I Outlets{20)
sz T Bl ftamesomy
DST2 Modulez1 RPC22....5T3T1573T1 [2]Blade Server 2{{Cn)
RPC22....5T3T35T373 [3]1Blade Server 3[{On)
[4]Blade Server 4{0n)
_"I [51Blade Server 5[{On) ;I
€ Mone - Security Disabled |l Local Database - PowerCon [Jab: [

Right clicking a controller from the Controllers list in the Equipment Pane displays a list of
functions available for the selected controller. These functions include:
0 Rename — renames the display name for a controller
o Change IP — changes the assigned IP address of a controller
o Setup — opens a Controller Setup/Status dialog box displaying information on controllers,
power strips, and outlets
o Reset Unit — prompts with a dialog box to reset the controller
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o Telnet — open a DOS-based telnet session for controller configuration
o Remove — prompts with a dialog box to remove the selected controller
o Refresh — refreshes the selected controller to a fresh state by polling the controller and all
attached power strips

o Cancel — cancels out of the dis: lazed list of controller functions
¥ Global Power Management[v1.1.214] _[5]

File Edit ‘Window Reports Setup

(&l 5] %) o] w] e

*3 Global Power Management Consale (8] x]
& | 0| 8 |+ = organizations: B Activity | @
History | Status | Paower Sequence | Alerts | BRDUFY
Outletss) [ Trap Name [ Datemime [
Repame
Changs [P &
1l L o
= Senp -
Con ; 2 Power Stiips(3) I Outlets(20)
Reset Urit
[66.64.14052 B
psi  lehet 192.168.2.72 RPC22....5T371151371 [21Blade Server 2((0n)
E— RPC22....5737357373 [31Blade Server 3[(On)
[4]Blade Server 4[(0n)
| 4 o [ieie server lon !
e Cancel abled [[J Local Database - PowerCon [Jabt [

The total number of power strips is displayed in () next to Power Strips in the Equipment Pane.
Right clicking a power strip from the Power Strips list in this pane displays a list of functions for
the selected power strip. These functions are:
o All Outlets = On/Off/Reboot — turns a selected power strip on or off, or reboots a
selected power strip
o Rename — renames the display name for a power strip
o Setup —opens a Controller Setup/Status dialog box displaying information on controllers,
power strips, and outlets
o Refresh — refreshes the selected power strip to a fresh state
o Cancel — cancels out of the displayed list of power strip functions

%% Global Power Management[¥1.1.214] I =1
File Edit Window Hepots Selup

T [ el

G| O | B |+ =l organizations: - Activity | 4
History | Staus | PowerSequence | Ales | ooy
Outletsts) [ Trap Name [ Datermime M

il L o[
- Al Outiets > ST
= =
Controllers 7 $ % Power SHips(3) et o )
66.64.140.54
DS72 Modulez 1 192.168.2.72 RPC22....5T3T15T371 Repeme | Asbost  (iom
RPC22.....5T37357373 Setup 3]Blade Server 3[(On)
41Blade Server 4(0n)
= Refresh 5]Blade Server 5(0n) |
Naone - Security Disabled [ld Loc  Cancel erCon [Job:1 [
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The total number of outlets is displayed in () next to Outlets in the Equipment Pane. Right
clicking an outlet from the Outlets list in this pane displays a list of functions for the selected
outlet. These functions are:

o On — turns an outlet on
Off — turns an outlet off
Reboot — reboots an outlet
Rename — renames the display name for an outlet
Setup — opens a Controller Setup/Status dialog box displaying information on controllers,
power strips, and outlets
Cancel — cancels out of the displayed list of outlet functions

000D

O

% Global Power Management[v1.1.214]

File Edt Window Repots Setup

ESEES e It

N History | Status | Power Seguence I Alerts | =T
Qutlets(s) ‘ Trap Marme | DatesTime L;
T
Off
1l 1 Fieboot Al
Controllers = 48 Power Strips(3) Outlets(20]
66.64.120.54  [E[N Alans Stri5737257372 BN | Unileck uﬂ
RPC22....5T3715T371 [21Blade Server  Fioizct
RPC22.....5T37357373 [3]Blade Server Riename
[4]B1
Setup
[ | it [
| None - Security Disabled Local Database - PowerCan | Cancel

GPM'’s Organizations Pane

One of the power features of GPM is the ability to group equipment in many ways. Whether
viewing a data center server cabinet location or viewing all specific types of servers together,
GPM allows for any method of grouping. This is accomplished through the Organizations Pane
at the right of the GPM’s Power Management Console. The Organizations Pane consists of the
menu bar with buttons for finding organization nodes, adding new organizations, deleting
organizations, expanding and contracting folders within the tree view, and selecting the
organization from a drop down list, and the tree view pane itself. After equipment is added,
creating and customizing logical or functional organizations is completed using the features of
this pane.

Logical Organizations create a hierarchal infrastructure that applies specifically to management
requirements. Some examples of logical organizations are Physical Data Center Layout, Power
Distribution, Contingency Planning, and Equipment/Server Listings by Category. GPM utilizes
the familiar tree control mechanism found in programs like Microsoft Windows Explorer to
implement Logical Organizations and allows multiple Logical Organizations to be created.
Multiple Logical Organizations are helpful in providing a mechanism to assign security and to
create reports specific to the existing organizations. Reporting and Security are covered later.
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Creating Logical Organizations and Groups

To create a Logical Organization, click on to add a new Organization. The Add an
organization dialog box appears. Enter the Organization’s name, and click OK.

*% Add an organization | ]

Organization Narng: |

QK Cancel |

The new Organization appears at the topmost level of the Tree View for the Organizations Pane.
To create logical and functional groups within an Organization, right click the Organization and
select Add Group.

Add Group

Bename Group

Cancel

Enter the desired group name in the text box for the Add a group dialog box, and click OK. If
there are multiple groups needed, simply enter all names separated by a comma (,), and click

OK. Continue adding groups or subgroups to existing groups to the Organization level in Tree
View. Groups may be added as far down as the user level. A scroll bar appears to the right of

the Organizations Pane for scrolling to view other groups in Tree View.
% Add a group

Group Mame: ||
Group1,Group2, Group3 ...

)54 I Cancel |

Any of the Organizations or Groups are renamed by right clicking the selection and choosing
i

Rename Group. An Organization is deleted completely from the Tree View by clicking
(Delete Organization) in the menu bar at the top of the Organizations Pane. A dialog box
prompts to confirm the deletion. Click Yes to delete the selection.

Global Power Management Console |

@ Delete Organization v Organization 7
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Manipulating Organizations and Groups

Find Organization Node () displays a list of all Organizations. Using the scroll bar at the
side allows scrolling from Organizations to different Groups and displays the path hierarchy for
the selected Group or Organization. Clicking at item in the list changes the focus in the Tree
View to that particular selection. When an item is selected from the list and Goto Selected is
clicked, the focus in Tree View changes to the selected item if the option Synch with
Organization has been checked. Clicking Key Search sorts the list in ascending or descending
order, and may also be used as a text search box to find an object by clicking Key Search and
typing the search text. Click the X at the top right corner to close the Search dialog box when

done selecting.
EX Search =100 x|

Path Search l:
Y Z Organization ‘

Py

™ 8yne wirganization Goto Selected

Clicking the drop down list for Expand/Contract Tree and choosing the level will expand or
contract the groups in Tree View to the desired hierarchical level. If a lower level is the current
focus in Tree View and a higher level is selected, GPM closes all folders to place the focus on
the selected higher level, but leaves the lower current level expanded. Selecting an Organization
for the drop down list for Organizations changes the focus in Tree View to the selected
Organization. Multiple Organizations are each given their own window in Tree View.

S
% Global Power Management|¥1.1.214]

File Edit ‘window Reports Setup

|6 ] 8] ¥| =] ¥ | = e e

%% Global Power Management Console ==l x|
_Activity | &
Histary | Status | Power Sequence | Alerts | SRty
-+ Cutlets(s) ‘ Trap Name |z =
{:| Cabine
B Rowz
(] Ccabinets
L[] Cabinets
. . =
Comtrollers 7 4 ¥ Power Strips{3) Outlets(20)
FETEITI e By 7307373 T s o TR——
D572 Modulez 1 192.168.2.72 RPC22....57371573T1 [?]Blade Server 2({0n)
RPC22.....5T3735T373 [31Blade Server 3[{0On}
[4]Blade Server 4{0n)
P limacesorver sion B
| Mane - Security Disabled |l Local Database - PowerCan [Job I
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Adding Devices to an Organization, Group, or Subgroup

Through a drag-and-drop method, BayTech devices can be assigned to any Organization or
Group created in the Tree View of the Organizations Pane. By right clicking the assigned
devices, various functions and renaming of a device are performed. Single and multiple devices
may be assigned to specific Organizations or Groups, as long as equipment is active in the GPM
Power Management Console.

To assign a Controller, Power Strip, or Outlet to an Organization or Group, simply left mouse
click the device in the Equipment Pane and drag-and-drop it by holding the mouse button down
and releasing over the selected Organization, Group, or Subgroup folder. The Tree View in the
Organizations Pane will expand and grow as devices are assigned, and is maneuvered using the
scroll bar to the right or by expanding and contracting the folder names using the + and —
symbols to the left of each folder. A folder icon changes to a linked outlet group icon whenever

a power strip or outlet is dropped into a selected folder.
*% Global Power Management[¥1.1.214] == =]

File Edit ‘window Reportz Setup
Jﬂ@l&lﬂ&” “ Delete | Delete | & ||
[ | B |2 =l organizations: |*YZ Oroanization = L Activity | 4
Ky rZ Drganization = History | Status | Power Sequence | Alerts | S purty
E--D Cata Center
EI{:I Fow 1 Equipment Qutlets(s) | Trap Mame | DateiTime l;
[#]-2=c Cabinet 1
---.1'4_ Cabinet 2
[—]D Row2 Equipment
---.1'_'. Cabinet3
E|---.f4_ Cabinetd
[ Fioutiet Foomn
[ Eoutiet S0
B 1=10utiet S0t
[ 11010utiet 1000t
o 1110 utiet 11(0f)
------ B 11210utiet 12¢0f)
[—]D Row 2 Equipment
(] Cabinet 5
‘] Cabinet&
H--D Fowd Printers
-T2 D572 Mod1 - Printers b .
-4 8 RPCAS - Printers Power StipSa6E1 = gl | s
Controllers | ¥ 2 Power Strips(3) I Outlets(12)
DS72 - Servers 66.64.140.54 Cab 1 & 2.Servers57372 =l [[10utiet 30n) =
DST2 Mod - Printers 192.168.2.72 Cab 3 & 4.5ervers57371 {[5]0utlet 5(0n)
Cab 4 & 5.5ervers57373 [6]0utlet 6{0n) J
[T]0utlet TiOn}
= A Ievonstiet_gion) hd|
[ﬁ Mone - Security Disabled 4 Local Database - PowerCon |J0b:1 |

Device Operations In Tree View

GPM provides easy “Click Through” control of equipment from the Tree View in the
Organizations Pane in addition to right clicking devices in the Equipment Pane. Simply right
click on any device name under an Organization or Group in Tree View to pull up a list of
associated functions for that device. A summary of these functions follows. Refer to The Power
Management Console — GPM’s Equipment Pane for more information on accessing device
menus in the Equipment Pane.
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Controllers
Right clicking a selected Controller in Tree View displays a list of these Controller functions:

00D

0000 Do

Rename
Change [P

Setup
Rezet Unit

Telnet
Remove

Refrezh

LCancel

Rename — renames the display name for a controller

Change IP — changes the assigned IP address of a controller

Setup — opens a Controller Setup/Status dialog box displaying information on controllers,
power strips, and outlets

Reset Unit — prompts with a dialog box to reset the controller

Telnet — open a DOS-based telnet session for controller configuration

Remove — prompts with a dialog box to remove the selected controller

Refresh — refreshes the selected controller to a fresh state

Cancel — cancels out of the displayed list of controller functions

Power Strips
Unlinked Power Strips

Power Strips where no outlets have been linked do not have the linked group icon in front of
them in Tree View. Right clicking a selected Power Strip in the Tree View displays a list of
available functions:

Al Outlets  »

EBratect
Rename

Setup
Remowve

Refrezh
Cancel

All Outlets = On/Off/Reboot — turns a selected power strip on or off, or reboots a
selected power strip

Rename — renames the display name for a power strip

Setup — opens a Controller Setup/Status dialog box displaying information on controllers,
power strips, and outlets

Remove — removes the device from Tree View only

Refresh — refreshes the selected power strip to a fresh state

Cancel — cancels out of the displayed list of power strip functions
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Linked Groups

Whenever outlets are linked to form a linked outlet group, a different set of functions is
displayed. Right clicking a linked outlet group in Tree View displays a list of these functions:
[ o
Console Access
Secure Conzole Access
[odify Eansaledesess
KN Access
Moadify EMM Access

Off
Beboot

Rename
Refresh
Remove

Cancel

o On — turns a selected power strip on

o Console Access — prompts with a Console Access dialog box containing the current
controller’s IP address; enter the specific IP, port, and account information to establish a
remote console window to that device

¥ Conszole Accesg[Cabinet 3]
IP Address: [l 54.140.54
Port: I I} :I
User Mame I
Password I
QK | Cancel |

o Secure Console Access — prompts with a Secure Console Access dialog box containing
the current controller’s IP address; enter the specific IP, port, and account information to
establish a remote console window to that device

¥ Secure Console Access[Cabinet 3)
IP Address: [l 54.140.54
Part: I il :I
User Mame I
Pagsword I
QK | Cancel |

KVM Access — allows access to a device configured to use a KVM switch

Modity KVM Access — allows modification access for KVM-supported devices

Off — turns a selected power strip off

Reboot — reboots a selected power strip

Rename — renames the display name for a power strip

IMPORTANT: Unique power strip names should be assigned to all power strips that

are controllable. Unique names provide an additional layer of protection by verifying the

power strip names in the BayTech hardware match the names in the GPM software prior

to issuing commands.

o Refresh — refreshes the selected power strip to a fresh state

o Remove — prompts with a dialog box to remove a selected power strip from Tree View
only (not the Equipment Pane)

o Cancel — cancels out of the displayed list of power strip functions
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Outlets
Right clicking a selected Outlet in Tree View displays a list of these Outlet functions:

000D

Ot
Reboot
LLack
[ rlack
Eratest

Rename

Setup

Remove

Refrezh

LCancel

On — turns an outlet on

Off — turns an outlet off

Reboot — reboots an outlet

Rename — renames the display name for an outlet

IMPORTANT: Unique outlet names should be assigned to all outlets that are
controllable. Unique outlet names provides an additional layer of protection by verifying
the outlet names in the BayTech hardware match the names in the GPM software prior to
issuing commands.

Setup — opens a Controller Setup/Status dialog box displaying information on controllers,
power strips, and outlets

Remove — prompts with a dialog box to remove the selected outlet from Tree View only
(not the Equipment Pane)

Refresh — refreshes the selected outlet to a fresh state

Cancel — cancels out of the displayed list of outlet functions
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GPM'’s Information Pane

Equipment History

The History tab in the Information Pane provides a record of all operations performed on any
equipment set up in the GPM software. This is based upon the log settings of a particular SNMP
Trap defined in the Controller Traps table under GPM Setup’s SNMP Management tab. If an
SNMP Trap name has Log set to ‘Y’ for that request, then the History tab will record that event

whenever it occurs.
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To view history of a device, select the device in Tree View and click the History tab in the
Equipment Pane. The outlet affected, SNMP Trap Name request, date/time of request, IP
address of the outlet’s controller, applicable reporting e-mail address, who resolved the problem,
and the user account who issued the SNMP Trap event are all recorded on the History tab for
every event. To see the different values, use the scroll bar at the bottom of the Equipment Pane.

Deleting a single history entry or deleting all history entries for a device is accomplished using
the buttons above the History tab. Select the device in Tree View for the history information to

be deleted. Click EI to delete a single history entry for that device. Click WI to

delete all history entries for that device.
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Equipment Status : Threshold Setup and Management

This tab displays information specific to the selected device. Voltage, Amps, and Watts are
displayed, and if a unit has the capability, sensors for temperature and humidity are available.
Information for a selected power strip or its associated circuit breakers is viewable by selecting
the associated radial button at the top of this tab.
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The environmental alarm thresholds may be set per each available RPC unit. Thresholds for
current, voltage, and sensors if applicable may be set for every circuit or power strip available
locally or globally through GPM. Based on thresholds and trap settings, notifications may be
sent via email for triggered SNMP Traps such as a circuit reaching its capacity. Displaying such
information prior to adding devices is helpful since it allows for easily checking circuit capacity
to make an informed decision on whether to add more equipment.

The information on the Status tab is in read-only mode. To make changes to threshold values,
right click the necessary power strip or outlet in Tree View, and choose Setup. A
Controller/Setup Status dialog box appears.
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Values for power strips may be changed and set in three ways. Make sure Power Strip is
selected at the top right of the Controller Setup/Status dialog box.
1. Highlight the text in text field on the Thresholds Pane of Controller Setup/Status. Type

in the desired value, and click ﬂ beside the threshold text box to be changed. This
saves the value just set as a threshold.
2. Click the A or V¥ of the threshold to be changed until the desired value appears in the

text window. Click g to save the value just set as a threshold.
3. Use the radial dials in the Thresholds Pane by clicking and holding the red button on the

dial and turning to adjust accordingly. Click g once the desired value is set to save it.

Values for circuit breakers are changed and set using the same methods as above. Make sure the
selected circuit breaker is chosen at the top right of the Controller Setup/Status dialog box.
NOTE: Amps is the only adjustable threshold for a circuit breaker.

To select between different RPCs from the Controller Setup/Status dialog box, click the drop
down box to the bottom right of this screen. Select the desired controller, and the dialog box will
be updated to reflect the current device.

Linked Outlet Groups and Power Sequencing

When the outlets of a power strip are split in assignment across groups in Tree View, a linked
power strip is created, symbolized in Tree View by the linked icon next to the group name.
Creating linked outlets of a power strip and using power sequencing to control On, Off, and
Reboot functions is useful for devices with multiple receptacles.

GPM allows the sequence of On and Off functions in any order for a linked power strip
containing linked outlets. Delays in seconds may be set for when these functions should occur.
Such management is useful for bringing up device power supplies in a desired sequence, and as a
great Contingency Data Management Plan for such occurrences as brown outs. Once a linked
outlet group is created in Tree View, click on the Power Sequence tab in the Information Pane.
All outlets of the linked power strip appear in the lists for On and Off functions.
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To sequence linked outlets for an On or Off function, click the box to the left of the desired

outlet for that function’s list of outlets. The box will appear as two arrows (); simply continue
to hold this button with the mouse and drag-and-drop the outlet to the desired location in the list.

Continue dragging outlets to their desired order until all outlets appear in the preferred sequence.

To set a Post Action Delay for the sequence function, highlight the text in the text box under Post
Action Delay, and enter the desired delay value or use the arrows at the side of this box to adjust

to the desired value. Delay values apply to individual outlets, and not the linked set as a whole.

Notification Via Alerts

When an SNMP Trap request occurs and has been set to log the event in the Controller Traps
table of GPM Setup’s SNMP Management tab, a log is kept of alerts that have been triggered.

These alerts ai ‘ ear as a list on the Alerts tab of the Information Pane.
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The Alerts tab displays a running list of tracked events for GPM and its devices. The Sequence
number, SNMP Trap name, date and time stamp, [P address of the device’s controller, outlets,
and applicable message for tracked events may be observed in the list window. Use the scroll
bars at the bottom and right of the Information Pane to adjust for viewing information in the list.

The collection of alerts is an ongoing process on this tab. Events may be deleted if they are no

longer needed. To delete an event, click beside the desired event, and choose Yes to the
following dialog box. The SNMP Trap will be removed from the list of events on the Alerts tab.
Also, by selecting a particular event, focus in Tree View is placed on the specific device that
triggered the event. This feature allows the user to quickly identify the location of a device and
perform quick management on it.

Global Power Management

® Clear Alert ?

Mo I Cancel |
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Implementing Security

GPM has the capability of implementing local or network-based security features with
equipment controlled by the GPM software. There are three possibilities of security in GPM:
Local, WinNT, and None. Local implements security with local accounts only that are created
and given respective rights, while WinNT allows importing accounts from a Primary Domain
Controller (PDC) or Win2000 network server (Active Directory) and then assigning necessary
rights. None turns off all security and permissions within GPM. The security type is set on
GPM Setup’s Security tab. Refer to the Security section under Global Power Management Setup
Options for assistance with configuring this setting prior to implementing security with existing
equipment. Local and WinNT are covered here, since None by default uses Admin only with
access to everything.

NOTE: By default and for the trial version of GPM, Security Type is set to Local.

Local Security

The election to implement Local Security Type means only local accounts (Admin and those
created locally) will be used for security. GPM maintains its own set of groups and users that are
assigned rights within any existing Logical Organizations. This is useful for assigning control to
specific segments within the organization in such a way that each group or user will have
specific control over operations. Once Local Security Type is selected, these internal users and
groups are assigned rights to equipment. Accounts with access to equipment are displayed on
the Security tab in the Information Pane once created.
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Local Accounts and Groups
By default, the local account Admin is created during installation and setup. This is the master
account, with highest access rights to everything within the GPM software. To create additional
local accounts and local groups of accounts, right click on a user or group in Security Structure

and select Manage Users/Groups or enter GPM Setup by clicking from the top menu bar or
by selecting Setup from the menu options. Select the Security tab, and click Access Local
Security Setup. The User/Group Setup dialog box appears, displaying local accounts on the left
and their assigned groups on the right.

[
Users Member of Groups: O | B | |
Bmn P =
= Users
 Groups

-

To create local accounts, make sure the option Users is selected at the top right of the
User/Group Setup dialog box. To create groups, select the Groups option at the top right of this

dialog box. After selecting Users or Groups, click il in the menu bar to add a new user or
group. If Users is selected, the Add User dialog box appears. If Groups is selected, the Add
Group dialog box appears.

= Add User _[O]x]

UserlD

Password

Confirm 2 Add a group B

Graup Mame: ||
Group1,Group, Group3 ...
OK | Cancel |
OK Cancel |

Enter the necessary information for creating a local account or creating a group, and click OK.

To create multiple local accounts, continue selecting il from the menu bar until all local
accounts are created. To create multiple groups, separate group names in the Add Group dialog

box by a comma, and click OK, or continue selecting il to add additional groups.
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Once all local accounts and groups are created, a complete list of accounts and groups may be
viewed in the User/Group Setup dialog box by selecting either Users or Groups at the top right.
Clicking on a User from the Users list displays any associated group for that user on the right

under the Groups list. Click &l (Delete User/Group) in the menu bar to delete the selected

user account. To change a password for a user, select the user from the Users list and click il
(Change Password). Enter the necessary information to change the password for that user.
NOTE: The local Admin account by default is assigned ‘Password’ for the password. This may
be changed for more security using the Change Password button on this screen.
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To associate a local account with a group, select Groups at the top right of the User/Group Setup
dialog box. Select a group from the list under Groups, and select a local account from the Non-

Members list. Click Ll to add the local account to the selected group. All members of that

group appear under the Members list. Select an account under Members and click ﬂ to

remove the account from the selected group. Click &l (Delete User/Group) in the menu bar to
delete a selected group.
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—
Be sure to click once accounts with group associations are complete. A dialog box
appears, prompting that Security Settings were successfully saved. Click OK to close this box.
Global Power Management

Security Setting: Successfully Saved

Click the X in the top right to close the User/Group Setup dialog box. Click JE' (Exit) to close
the Security tab in GPM Setup.

Assigning Local Accounts and Groups to Individual or Linked Equipment
To assign accounts and groups to devices in GPM’s Power Management Console, select the

Security tab in the Information Pane. Click ﬂl (Security Structure) in the toolbar at the top
right. The Security Structure Pane appears to the right. Use the sizing bars between panes to
adjust the fit on the screen. Expand the Local Security folder by clicking +, and expand Groups

and Users to display lists of all local accounts and groups.
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To assign a particular user or an entire group of users, simply click on the local account or group
name in the right under the Security Structure pane and drag-and-drop it onto a selected folder,

subfolder, power strip, or outlet in Tree View. Accounts or groups may also be dropped into the
Groups or Users sections for Assigned and Inherited in the Security tab. The selected account or
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group will appear under Assigned in the list of Groups or Users in the Information Pane on the
Security tab. If the account or group is dropped on a higher folder level, then any subfolders

below it will show the respective accounts or groups inherited by being a subfolder under the
Inherited section of the Security tab.
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To remove an assignment from the Security Tab in the Information Pane, simply click the
account or group assignment from under Assigned or Inherited and press Delete on the keyboard

or press a (Delete Security Item). Click Yes to the dialog box that asks if it is OK to delete
the selected security item.

GPM Conhrmation =

@ Delete Securty [termRow 4 Printers-LOCAL:Rowdlleer User

=
Be sure to click once assignments are made to save the Security tab configurations. Click
OK to the confirmation dialog box.

Global Power Management

Securnty Settings Successfully Saved
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Assigning Permissions to Local Accounts or Groups

Permissions to specific devices, outlet, or folders is accomplished by using the Assigned section
on the Security tab of the Information Pane. Once all necessary local accounts and groups are
dropped onto the desired item in Tree View, click on the item requiring permissions in Tree
View to display associated local accounts and groups on the security tab. Right click the
selected item. An Authorization dialog box displays, giving a list of functions that may be
assigned or removed as a permission for that selected local account or group. Click the desired
functions for that account or group to set permissions, and click Done.

Autharization

¥ on

I Off

¥ Reboot
[~ Rename
[~ Remove
™ Setup

= Rezet LUnit
= Telhst

= |ChannelF

™ Consale Accass
[~ KyM Access

The available functions that can be set as permissions to a selected item are:
o On - turn a device or linked item on
Off — turn a device or linked item off
Reboot — reboot an individual device or entire linked group of devices
Rename — rename the display name of a selected item
Remove — remove a selected item from Tree View only
Setup — allow access to the Controller Setup/Status dialog box
Console Access — allow access to the Console Access dialog box for establishing remote
console to a device
o KVM Access — allow access to the dialog box for configuring via a KVM switch
The selected functions appear as available functions on a particular device whenever that user
account logs on and attempts to perform device functions.

00000 Do

Local Account and Group Functions
Certain functions are available by right clicking a particular group or local account in the
Security Structure Pane. Right clicking a group name in this pane displays this list:

Manage Groups/Users

Delete All Azsigned Security For thiz Group

Cancel

The available options are :

o Manage Groups/Users opens the User/Group Setup dialog box for account and group
creation. Refer to Implementing Security — Local Accounts and Groups for assistance
with creating local accounts or groups.

o Delete All Assigned Security For this Group removes all assigned local accounts and
groups from the selected item in Tree View

o Cancel closes the list of available options.
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Right clicking a local account name in the Security Structure Pane displays this list:

Manage Users/Groups |

Show User Access
Show Al Access

Shat Usen Bhvsical Hardixare
Hide Phyzical Hardware from Llzer

Delete All Azzigned Secunty For this Uger

LCancel

The available options are:

o Manage Users/Groups — opens User/Group Setup dialog box for account and group
creation. Refer to Implementing Security — Local Accounts and Groups for assistance
with creating local accounts or groups.

o Show User Access — shows the permissions assigned to equipment for a given user

Show All Access — shows all permissions assigned for all users

o Hide Physical Hardware from User — hides the physical equipment from the selected user
when that user accesses the GPM Power Management Console

o Delete All Assigned Security For this User — removes all assigned permissions from the
selected user in the Security tab

O

Logging On with Local Accounts
The pre-existing local account Admin is used to create and manipulate local accounts and their
permissions. To use another account, exit GPM and re-enter to be prompted with the Global

Power Management Login Screen, or click El (New Login) in the menu bar at top while in the
GPM software. This also prompts with the Global Power Management Login Screen. Enter the
account information and click OK. If there is a problem with the local account, a Login Failure
dialog box appears.

Login Failure

& Row3llzer3 or Pazsword is not walid. .

Cancel |

The account name of the current user is displayed in the bar across the bottom of the GPM Power
Management Console. This bar updates while switching between users.
| -

€ RowdUser |2 Local Database - PowerCon [Jak |

Once a user is logged on, the folders, equipment, and tabs the account has permissions for are
available. Those that the user has no rights to will be grayed out. The local accounts can
perform all functions and maneuver around the Power Management Console based upon their
permissions and use of this manual as a reference to sections on how to use available features of
the GPM software. If a user attempts to remove items in which access is not assigned, a dialog
box prompts concerning lack of rights for the action:

Global Power Management

& Must have Administrator rights to delete histary...
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WinNT Security

The election to implement WinNT Security Type means account information is obtained from
Domain/Active Directory users and groups from a PDC server. All users and groups are shown
under each Domain/Active Directory within GPM’s Security Structure. Network accounts are
assigned rights to any existing logical organizations to implement control of specific
organizational segments based upon need.

Differences With Local Security

The functionality of WinNT Security is similar to Local Security. Once WinNT Security Type is
selected, the Domain/Active Directory accounts and groups are assigned the necessary
permissions to equipment. The accounts with assigned equipment are displayed on the Security
tab in the Information Pane.
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Enterprise Admins, Domain Admins, and Administrators have rights equal to that of the Admin
account in GPM’s Local Security. These users have the highest rights and perform
administrative functions within GPM. When WinNT Security Type is selected, the account
name appears in the bar across the bottom of the GPM Power Management Console and updates
depending on which user is logged on.

Manipulating Domain/Active Directory Accounts and Groups

New network—based accounts are not manipulated within GPM. This function is the
responsibility of your company’s network administrator. Work directly with your network
administrator to create the necessary accounts, and then access them in GPM by selecting the
WinNT security type. Use of the Security Tab in GPM Setup causes only local accounts to be
created, but are not added as network accounts in the Security Structure Pane.

Assigning Domain/Active Directory accounts and groups to individual or linked equipment

works the same as local account assignment. Clicking ﬂl (Security Structure) opens the
Security Structure Pane, and expanding Entire Network/WinNT by clicking + will reveal any
network users and groups existing within the domain. Note that if a Domain Filter was used on
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the Security tab in GPM Setup, then only that node will be displayed in the Security Structure
Pane. Refer to Domain Filter under Global Power Management Setup Options: Security for
configuring a domain filter. Selected users or groups from the node(s) in the Security Structure
Pane may be dropped onto assigned equipment or folders in Tree View for that user or group.
Users and Groups may also be dropped into the Groups or Users sections for Assigned and
Inherited in the Security tab while the associated device is selected. All assigned accounts and
groups appear under Assigned in the Groups or Users lists. Inheritance shows any subfolder
level assignments for respective equipment or folders.

To remove any assignment from the Security Tab in the Information Pane, simply click the
account or group assignment from under Assigned or Inherited and press Delete on the keyboard

or press EI (Delete Security Item). Click Yes to the GPM Confirmation dialog.

GPM Confirmation

—
Click once assignments are made to save the Security tab configurations. Click OK to the
confirmation dialog box.

Security Settings Successfully Saved

Assigning Permissions to Network Accounts or Groups

Permissions to specific devices, outlet, or folders are accomplished using the same method as
local accounts by using the Assigned section on the Security tab of the Information Pane. Select
the account or group from the Assigned section, and choose the desired functions from the
Authorization dialog box. Click Done to save selections. Refer to Assigning Permissions to
Local Accounts or Groups under Implementing Security: Local Security for screen shots and
descriptions of the available functions.

Imported Account and Group Functions

Unlike Local Security, the only available functions are those that appear for individual user
accounts. Right clicking a Group in the Security Structure Pane does not display a list of
functions. Right click an individual user account, and select the desired function.

Manage Users/Groups

Show U ger Access
Show All Access

Shaw [ zen Bhvsical Hardixane
Hide Phyzical Hardware from Ulzer

Delete All Azzigned Securnity Far this Lger

LCancel
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The available options are:

o Manage Users/Groups — opens User/Group Setup dialog box for account and group
creation. Refer to Implementing Security — Local Accounts and Groups for assistance
with creating local accounts or groups.

o Show User Access — shows the permissions assigned to equipment for a given user

o Show All Access — shows all permissions assigned for all users

o Hide Physical Hardware from User — hides physical equipment from the selected user
when that user accesses the GPM Power Management Console

o Delete All Assigned Security For this User — removes all assigned permissions from the
selected user in the Security tab

Logging On with Network-based Accounts
Network Domain or Active Directory accounts that authenticate through WinNT are
automatically detected when entering GPM. This account name is always displayed in the bar

G

across the bottom of the GPM Power Management Console. Clicking
allowed and produces this dialog box:

(New Login) is not

Global Power Management

& Chanaing wzer Lagin iz anly allowed under Lacal Securty bMaode

Exiting and re-entering GPM will not allow for switching users, but will continue logging in as
the PC’s current logged on account. To use a different user from the same computer, simply log
off and log on using another approved user, which shows the user account name in the bar at the
bottom of the GPM Power Management Console.

Once a user is logged on, the folders, equipment, and tabs the account has permissions for are
available. Those to which the user has no rights will not be shown and only assigned actions are
available. The logged on accounts can perform all functions and maneuver around the Power
Management Console based upon their permissions. Refer to individual sections of this manual
as a reference on how to use available features of the GPM software.
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Other Functions In GPM’s Power Management Console

Window Menu Selection

The Window Menu at the top of the Power Management Console contains the following
functions:
o Cascade — cascades all open windows within the Power Management Console
o Arrange All — arranges all open windows within the Power Management Console so that
they fit the screen
o Hide — hides the Power Management Console from view; to reopen it, exit and re-enter
the GPM software
o Cycle — allows cycling through open windows in the Power Management Console
o Select an Open Screen — selecting an open screen from the list places the focus onto that
screen in the Power Management Console

Screen Capture

Click EI (Screen Capture) to capture the present image in GPM to a bitmap file readable using
MS Paint. This is useful for sending an image to BayTech Support to assist with GPM software
problems. The bitmap file may be saved within MS Paint.

Exiting GPM
There are three ways to exit the GPM software:
o Select the File menu, and choose Exit from the list.

-
a Click H, and select Yes to the exit message.
o Click the X in the top right corner of the screen, and select Yes to the exit message.
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Reports and Graphs

Generating reports and graphs within GPM provide a great resource within the organization for
information on any organizational segment. Reportable information is displayed graphically or
by generating printable detailed reports. This method provides an advantage over managing a
single physical hardware device, where only one resource at a time has information captured and
managed. Graphical representations and reporting is also useful for detecting power and
temperature trends within any segment of the data center or organization. In a nut shell, GPM
advanced reporting automatically determines which physical equipment should be accessed to
gather information needed to report on any logical organization segment.

Click Reports on the menu bar at the top of the GPM Power Management Console or click &
to open the Global Power Management Reports dialog box. The Organizations Pane is displayed
to the right, while reporting functionality is handled by the tabs to the right.
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The available reports and graphing function are listed under the drop-down box under Reports.
The general idea behind reporting and graphing with GPM is that aggregate power consumption
over different types of entities is achievable. Selection of a group of items or an individual
power strip is possible. There are two methods of determining what source GPM uses to create
reports or graphs: Current Tree Selection and Selected Groups.

a Current Tree Selection — The report data is based upon selected nodes from Tree View to
the right. Any organizational level may be selected in Tree View to generate information
for that level. This is useful if event information across the data center, cabinet, closet, or
other grouping is desired, as opposed to a single power strip.

a Selected Groups — This generates information for specific groups or items selected in the
Tree View but associated with the Selected list. Information from those selections only
will be brought in.
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Graphs

To display graphs pertaining to items within the organizational structure, choose Current Tree
Selection and select the item in Tree View. This can be at any level, from the Organization
down to the equipment. Select the items to display from the list to the bottom right. Any of
these options may be selected: Power, Voltage, Current, Max Current, and Temp. Only the ones
that are selected will be displayed in the graph information.

To display graphical information, the Immediate Results and the Capture tabs are used. These
tabs are only available if Graphs is selected from the Reports list on the Reports tab. Selected
options from the bottom right of the Reports tab are immediately pulled in as a current reading of
selected items from the Tree View. Immediate Results calculates averages and sums of items:

o Watts — sum of all watts across the selected item

o Volts — takes an average of all volt readings across the selection

o Amps — sum of all amps across the selected item

o Max Amps — sum of all max amps across the selected item

o Temp — takes an average of all temperature readings across the selection
If all options (Power, Voltage, Current, Max Current, and Temp) are selected, removing an
option from the list to the bottom right of the Reports tab will update the displayed information
on the Immediate Results tab. Click the Refresh button at the bottom of this tab get an updated

reading of equipment, since information is pulled in real time.
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To display graphs pertaining to selected groups of equipment, choose Selected Group and drag-
and-drop selected items from Tree View into the Selected list at the bottom of the Reports tab.
The groups will be displayed in alphabetical order. Click the check box in front of each desired
group from the Selected list, and choose the options to graph from the list at the bottom right.
. - (= 1]
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Click the Immediate Results tab. Information based on selections is displayed for any of the
selected groups chosen. A table appears at the bottom of the tab, displaying specific statistics for
the selected groups in the list. Click any item listed in the table to see the graphical information
for that item displayed. Turning off selections will update the displayed information on the

Immediate Results tab.

* Global Power Management[¥1.1.214]

File Edit Window HReports Setup

=8|

] | w| o e v

¥ Global Power Mangement Graphs

6 XYZ Organization
=] Data Center

E1-_7] Fow 1 Equipment
3oc Cabinet 1

{ [eaec Cabinetz
] Rew2 Equipment
2o Cabinet3
==t Cabinetq
D Row3 Equipment
==t Cabinets

2 Cahinetf
{1 Row 4 Printers
-T2 D872 Mad1 - Printers

[l Emply Outlets

—

[ L T
— ra
m o
= o

Lo

| christyw

010 | 8780000

Amps Max. Amps Temn.

Cabinet 4
Group ‘Waﬂs ‘Volts |Max Amps ‘Temp. =
Cahinet 4 0.00 0.00 0.00 iA11] a7.8
Cahinet 6 0.00 0.00 0.00 00 a7.8
Row 4 Printers 3600 13075 0.20 0.60 86.0
i Refrash
|4 Local Datahase - PowerCaon [Job:t [

Clicking Refresh will update the information displayed on the Immediate Results screen.

U140A138-01

63



Global Power Management Quick Start Manual hihl
The Capture tab allows setting a specific polling interval to pull information into a graph for

BayTech

selected items in Tree View or for selected groups. For Current Tree Selection, select the item in
Tree View and choose the options to be graphed from the list to the bottom right of the Reports
tab. Click the Capture tab. The selected item from Tree View will be polled based upon the
given timing intervals across the bottom. Values may be changed by using the up and down

arrows beside each box or by clicking in the box itself and typing the desired value.
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Once desired polling intervals or set, Click ;I to begin recording information at the set
interval. A graph appears to the left, reflecting selected choices and line graph information.
“Recording...” and “Counting...” will be displayed over the counter box as GPM counts down
the selected interval times and pulls information in from the equipment. The graph is updated
with each occurrence of the “Recording ...” message. The data for the current graph may be
obtained by double-clicking the active graph. From there, the user may copy data onto the
Windows Clipboard and then paste into other applications, such as MS Excel.
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NOTE: If the intervals are left at zero and the record button is pushed, an error appears:

Global Power Management x|

& Interval must be set prior to B ecording...

Click OK to this message. Intervals must be set at something other than zero to record.

Depending upon the selections made to the bottom right of the Reports tab, corresponding tabs
appear to the left. Simply click the desired tab to see recorded information, which will be

updated as the interval cycles. Click I to pause the recording; “Paused...” is displayed

above the counter box. Click the button again to resume. Click Ll to stop the recording.
Click Yes to the Stop Recording request.

Global Power Management

@ Stop Recording

To capture information pertaining to selected groups of equipment, choose Selected Group and
drag- and-drop selected items from Tree View into the Selected list at the bottom of the Reports
tab. The groups will be displayed in alphabetical order. Click the check box in front of each
desired group from the Selected list, and choose the options to graph from the list at the bottom
right. Click the Capture tab. The selected groups from the Selected list on the Reports tab will
get polled, and a table displaying their respective information will be displayed.
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Set the desired timing intervals. Values may be changed by using the up and down arrows
beside each box or by clicking in the box itself and typing the desired value. Once desired

Global Power Management Quick Start Manual

polling intervals or set, Click ;l to begin recording information at the set interval. A graph
appears to the left, reflecting selected choices and line graph information. “Recording...” and
“Counting...” will be displayed over the counter box as GPM counts down the selected interval
times and pulls information in from the equipment. The graph is updated with each occurrence

of the “Recording ...” message.
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Recall that intervals cannot be set to zero. Click the desired tab to see recorded information,

which will be updated as the interval cycles. Click I to pause the recording; “Paused...” is

displayed above the counter box. Click the button again to resume. Click Ll to stop the
recording. Click Yes to the Stop Recording request.

Global Power Management [E2

@ Stop Recording
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Reports

GPM has the capability of producing several reports, all of which is managed by the Reports tab.
Information concerning captured equipment history, equipment event logs, equipment labels,
controllers, power strips, and organizations may be produced. Open Reports, and select the

Reports tab. Choose the desired re: ort from the Re: orts dro: down list.
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Current Tree Selection and Selected Groups also applies to reporting. To produce reports based
upon the hierarchical structure in Tree View, select Current Tree Selection and click the desired
location in the tree. To work with a select set of groups, click the box in front of Selected
Groups and drag-and-drop the desired groups to the list under Selected. Select the desired items
for the report from the list to the bottom right (Power, Voltage, Current, Max Current, and Temp.
A Date Filter may be configured to restrict the report to a specific date range. Not all of the
reports have the Date Filter available as an option, and it will appear grayed out for those where
a date filter does not apply. Once all selections are made, click Generate.
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The entire report is previewed, and scroll bars at the side may be used to adjust for viewing. A
toll bar also appears, allowing for report manipulation and printing. The report may also be
saved by using the File/Save As menu options. Click Close Preview from the toolbar to return to
the Reports tab.
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Labels

The labels feature of GPM provides a method of producing customized labels or labels with bar
codes for labeling all equipment. These labels in turn may be printed to label-type paper. There
are five possible label options available for selection from the Reports list on the Reports tab.
Label Filtering allows for choosing the type of equipment labels to produce. Select the desired
Label setup and choose all desired Label Filters from the list to the right.
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Click the Labels tab. Choose the section in Tree View requiring labels, and click ﬂl (Create
New Label). The name from Tree View is pulled onto the first line. Edit this information if
necessary, and add any additional lines of information. Enter the necessary numbers for

Barcodes if those are needed, and enter any desired text for the Label Memo. Click il if it is
necessary to delete the label. Once all selections and entries are made, click the Reports tab.

Click Generate to produce a printable label sheet.
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Uninstalling the GPM Software

To uninstall the GPM software, complete the following steps:
1. Open Windows Control Panel.
2. Double click the Add/Remove Programs icon.
3. Select GPM from the list, and select the option to remove.
4. Select Remove in the InstallShield Wizard, and click Next.
5. Choose Next for Select Features.
6. GPM files will be removed and will prompt when the process is complete.
7. Click Finish to close the InstallShield Wizard.
8. Open Windows Explorer, and expand c:\Program Files.
9. Right click the Norlinx folder, and select Delete.
10. Answer Yes to the delete confirmation, and the Norlinx folder will be removed.
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TECHNICAL SUPPORT

If you have problems installing, setting up, or operating your BayTech GPM software, please
contact BayTech’s Technical Support office as the first line of support. BayTech has a staff of
Applications Engineers on duty to assist you from 7:30 a.m. to 6 p.m. (CST or CDT), Monday
through Friday at the phone numbers or website provided below. Please have the following
information available to help the Applications Engineers answer your questions efficiently:

a. The type of Norlinx GPM software (Local Database or SQL Server Database) purchased and
when purchased.

b. The number of receptacles purchased.
c. GPM software version.
d. Any devices you have connected to GPM.

e. Provide a detailed description of the application you are using and what you are trying to
accomplish.

f. Provide a detailed description of the problem or error message

g. If possible, a printout of the configuration status or error message screen.

Bay Technical Associates, Inc.

200 N. Second Street

Bay St. Louis, MS 39520-1000, USA
Telephone: 800-523-2702
228-467-8231

FAX: 228-467-4551

Email: support@BayTech.net
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APPENDIX A: Norlinx Software License Agreement

This Software License Agreement (“License Agreement”) is a binding legal contract between Norlinx, Inc. and the
Customer, as identified in the applicable Order Form. By signing this License Agreement OR by downloading, installing,
accessing or using the software described herein (“Software”) you will be bound by the terms of this Agreement. If you do
not agree to the terms of this Agreement, Norlinx is not willing to license any right to use or access the Software to you. In
such event, do not install or use the Software and return this entire package within thirty (30) days of receipt for a refund
of any fees that you have prepaid.

Definitions:

“Agreement” means this License Agreement and the applicable Order form, which terms are incorporated herein by this
reference. If there is a conflict between any specific term in the Order Form and a specific term in this License Agreement,
the specific term contained in this License Agreement shall control.

“Documentation” means the technical manuals and other written and electronic documentation relating to the use of and
operation of the Software that are delivered or made available to you by Norlinx.

“Maintenance” includes certain upgrades, fixes to Software and updates to tax tables and codes, as applicable.

“Order Form” means a separate document, governed by this License Agreement, by which Customer orders the Software.
“Software” means the software program(s) in object code format as identified in an applicable Order Form, including
Updates and Documentation.

“Transaction(s)” means a relocation or move transaction for an individual that is moving or relocating and for whom the
Software is being utilized to track expenses and provide expense management.

“Updates” means upgrades, revisions, enhancements or modifications to the Software that Norlinx makes generally
available to customers through Maintenance. Updates shall not include any new versions or future products, which
Norlinx or third party vendors license separately.

“Users” refers to Customer and all users of the Software, including without limitation, Customer’s employees, agents or
independent contractors.

“You” or “you” refers to the Customer and each individual (including without limitation employees of Customer)
downloading, installing, accessing or using the Software.

SOFTWARE ACCESS AND USE LICENSE

The Software is licensed to you, not sold. Except for the limited license granted in this License Agreement, Norlinx and its
licensors and suppliers retain all right, title and interest in the Software, Documentation, all copies thereof, and all proprietary
rights thereto, including without limitation, copyrights, patents, trademarks and trade secret rights.

1. GRANT OF LICENSE.

e Software. Norlinx grants to you, during the term of this License Agreement and subject to the terms and conditions of this
License Agreement and the applicable Order Form, a limited, nontransferable, nonexclusive and nonassignable license, without
right of sublicense, to have the Software installed and operated by Customer for the sole purposes of performing the number of
Transactions purchased on the applicable Order Form (“License”).

e Term. This Agreement shall commence on the earlier of (i) the date the Order Form is executed by you or (ii) the date you first
download, install, access or use the Software, and shall continue until the earlier of (x) the termination of this Agreement, or (y)
the expiration or termination of the Transactions purchased on the applicable Order Form. All Transactions must be used or
initiated by December 31% of each year in which the order is placed. No refunds for unused and expired Transactions.

2. LIMITATIONS ON LICENSE. The license granted to you in this Agreement is restricted as follows:

¢ Limitations on Copying and Distribution. You may not copy or distribute the Software except that you may duplicate the
Software and Documentation in order to make a copy available to each User. Customer is responsible for all Users of the Software
and shall ensure that all such Users comply with the terms of this License Agreement, including without limitation those terms
contained in Sections 1, 2 and 16 of this License Agreement. You may make one copy of the Software solely for backup or
archival purposes. Each copy of the Software shall contain the copyright and other proprietary notices as provided in the Software
and the Documentation provided to Customer hereunder.

e Limitations on Reverse Engineering and Modification. You may not reverse engineer, decompile, disassemble, modify or
create works derivative of the Software. You may not alter or modify any disabling mechanism, which may be resident in the
Software. You may not alter, merge, modify or adapt the Software or Documentation, nor in any way remove or obscure Norlinx’s
copyright or trademark notices.

¢ Rental and Third Party Use. You will keep any passwords associated with the use of the Software in strict confidence, and
will not share such passwords with any third party. You shall use the Software solely for your internal business purposes and shall
not use the Software for marketing, renting, timesharing or service bureau purposes or allow others to use the Software for the
benefit of any third party except as specifically contemplated under this Agreement.

3. DISABLING MECHANISM. YOU ACKNOWLEDGE AND AGREE THAT THE SOFTWARE MAY HAVE A
MECHANISM WHEREBY NORLINX CAN DISABLE THE SOFTWARE. YOU AGREE THAT NORLINX MAY USE
ANY SUCH MECHANISM IN THE EVENT OF YOUR BREACH OF THIS AGREEMENT. YOU FURTHER
ACKNOWLEDGE THAT NORLINX MAY INCLUDE WITHIN THE SOFTWARE A MEANS TO AUDIT OR
DETERMINE THE NUMBER OF TRANSACTIONS UTILIZED THROUGH THE SOFTWARE AND THAT NORLINX
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CAN DISABLE THE SOFTWARE WHEN THE NUMBER OF TRANSACTIONS UTILIZED EXCEEDS THE
NUMBER OF TRANSACTIONS PURCHASED ON THE APPLICABLE ORDER FORM.

4. TERMINATION

e Breach of Agreement. Without prejudice to any other rights, Norlinx may upon thirty (30) days (10 days for nonpayment)
prior notice terminate this Agreement and all rights granted hereunder if you fail to comply with any of the terms and conditions of
this Agreement, including without limitation failing to pay the Fees when due.

e Infringement Claims. In the event of a claim of intellectual property infringement by any third party relating to the Software,
or your breach of Sections 1, 2, 5 and 16 hereunder, Norlinx reserves the right to immediately terminate this Agreement and the
rights granted hereunder.

o Customer’s Termination Obligations. In the event of any expiration or termination of this Agreement for any reason, you
must remove all copies of the Software and all of its components from all of your systems, and destroy all such Software,
components and copies, along with all related media and documentation. All licenses hereunder shall cease immediately upon such
expiration or termination, and you shall immediately pay Norlinx all outstanding payments due for the Software or other charges
pursuant to any applicable Order Form.

5. EXPORT. You may not export the Software without the prior written approval of Norlinx. If the Software was purchased in
the United States, you agree to comply with all applicable United States laws and regulations pertaining to export controls. If the
Software was purchased outside the United States, you may not re-export the Software except as permitted by the laws of the
United States and the laws of the jurisdiction in which you purchased the Software.

6. U.S. GOVERNMENT RESTRICTED RIGHTS. The Software and Documentation are provided with RESTRICTED
RIGHTS. Use, duplication, or disclosure by the Government is subject to restrictions as set forth in subparagraph (c)(1)(ii) of the
Rights in Technical Data and Computer Software clause at DFARS 252.227-7013 or subparagraphs (a) through (d) of the
Commercial Computer Software — Restricted Rights at 48 CFR 52.227-19, and in similar clauses in the NASA FAR Supplement,
as applicable, and as may be amended and superseded from time to time. Manufacturer is Norlinx, Inc., 4700 Falls of the Neuse
Road, Suite 130, Raleigh, NC 27609.

7. REPRESENTATIONS AND ACKNOWLEDGEMENTS.

e You represent to Norlinx that neither you nor your Users shall use the Software to upload, post, input, e-mail or otherwise
transmit any content (i) that is unlawful, harmful, threatening, abusive, harassing, tortuous, defamatory, vulgar, obscene, libelous,
invasive of another's privacy, hateful, or racially, ethnically or otherwise objectionable; (ii) that you do not have a right to transmit
under any law or under contractual or fiduciary relationships; (iii) that infringes any patent, trademark, trade secret, copyright or
other proprietary rights of any party; or (iv) that contains software viruses or similar harmful components or routines.

e You agree not to use the Software in violation of any applicable local, state, national or international law or regulation.

* You agree to promptly install and use Updates provided to you by Norlinx.

¢ You acknowledge that successful implementation and use of the Software depends upon Customer’s provision of appropriate
hardware and software, including without limitation, Microsoft Internet Explorer, version 5.0 or equivalent, or such other
hardware or software as Norlinx may suggest from time to time (the “Operating Environment”). Customer is responsible for
providing the Operating Environment at its own expense.

8. FEES AND PAYMENT TERMS. You agree to pay to Norlinx the fees in the amounts and at the times specified in the
applicable Order Form(s).
9. CUSTOMER INDEMNITY. You agree to indemnify, defend and hold harmless Norlinx, its affiliates and
subsidiaries, and their respective officers, directors, shareholders, agents and employees harmless from and against
any and all third party claims of any kind (along with reasonable attorney's fees and litigation costs) arising out of,
resulting from, or in connection with your breach of any representation, warranty or covenant contained in this
Agreement or your or your Users’ use or misuse of the Software, including but not limited to, claims for personal
injury or property damage.

10. NORLINX INFRINGEMENT INDEMNITY. Norlinx shall indemnify, defend and hold harmless Customer
and its officers, directors, shareholders, agents and employees harmless from and against any third party claim (along
with reasonable attorney’s fees and litigation costs) to the extent that it is based upon a claim that Customer’s
permitted uses of the Software hereunder constitutes an infringement of any patent issued in the United States, or any
trade secret, copyright or other proprietary right (“Infringement Claim”). Customer shall: (i) notify Norlinx within
thirty (30) days of any such suit, claim or proceeding; (ii) tender control of any such Infringement Claim to Norlinx;
and (iii) reasonably cooperate with Norlinx in the defense or settlement thereof. Customer may participate in the
defense of an Infringement Claim at Customer’s own cost and expense.

Upon notice of an Infringement Claim, or if in Norlinx’s opinion, such a claim is likely, Norlinx shall have the right,
at its option and expense, to: (a) procure for Customer the right to continue using the Software; or (b) replace or
modify the Software so that it provides substantially the same or greater functionality and performance than the
infringing Software. If in Norlinx’s opinion none of the foregoing options are reasonably available, Customer’s sole
and exclusive remedy shall be to return the infringing Software to Norlinx in exchange for a refund of the fees
Customer paid to Norlinx for such Software, less those amounts paid for Transactions already used by Customer.
Norlinx shall have no obligation for Infringement Claims under this Section where the Infringement Claim arises out
of or results from your or your Users’ content; modifications to the Software or combinations of the Software with
other services or products; your or your Users’ use of the Software in violation of this Agreement; if Norlinx has
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provided you with a non-infringing version of the Software and you do not promptly replace all copies of the
Software with the non-infringing version; or the use of any version of the Software other than the most recent version
of the Software to the extent that your liability for the Infringement Claim would have been avoided by use of such
most recent version of the Software.

11. FORCE MAJEURE. Norlinx shall not be responsible for any delays, errors, failures to perform, interruptions
or disruptions in the Software or Services caused by any acts of God, strikes, lockouts, riots, acts of war, changes in
law or regulations, fire, flood, earthquake, storm, power failure or failures of the Internet.

12. NOTICES. Any notices required or permitted to be given pursuant to this Agreement shall be in writing, sent via
certified mail, return receipt requested, addressed as set forth on the Order Form (except with respect to Norlinx,
which shall be addressed as set forth below) or to such other address as may be amended or modified only in writing
to the other party and shall be deemed to have been given when received:

Norlinx, Inc.

4700 Falls of the Neuse Road
Suite 130

Raleigh, NC 27609

Attn: General Counsel

13. CONFIDENTIAL INFORMATION. “Confidential Information” means information about Norlinx or
Customer (or their respective affiliates’ or suppliers’) (“disclosing party’’) business or activities that is proprietary and
confidential, including, but not limited to the terms and conditions of this Agreement, products and services or
business from which disclosing party derives economic benefit from the fact that the information is not generally
known or may suffer economic loss, embarrassment or other detriment if that information is improperly disclosed, or
which, by the nature of the circumstances surrounding the disclosure, ought in good faith to be treated as confidential.
Confidential Information of Norlinx also includes information relating to the Software, and any and all portions of the
source and executable code of any software, including without limitation the Software.

Customer shall restrict access to the Confidential Information to only those employees, Users, agents and/or
independent contractors engaged in a use permitted hereby and who enter into a written agreement containing
confidentiality provisions at least as protective of the Confidential Information as those set forth herein. Customer
and Norlinx (“recipient”), each agrees that it and its respective employees, Users, agents and/or independent
contractors (i) shall only use the Confidential Information for the purposes of performing its obligations under this
Agreement, and shall not use the Confidential Information for any other purpose without the prior written consent of
the disclosing party; and (ii) shall maintain the confidentiality and prevent disclosure to any third party of the
Confidential Information using at least as great a degree of care as such party uses to maintain and prevent the
disclosure of the confidentiality of it’s own most confidential information (and in no event less than a reasonable
degree of care). Customer shall take appropriate action by instruction or agreement with its Users to satisfy its
obligations hereunder.

Recipient acknowledges that the disclosure of any Confidential Information shall immediately give rise to continuing
irreparable injury to such party inadequately compensable in damages at law, and the disclosing party shall be
entitled to seek and obtain immediate injunctive relief against the breach or threatened breach of any of the foregoing
confidentiality obligations, in addition to any other legal remedies which may be available.

Confidential Information shall not include information that: (i) is in or enters the public domain without breach of this
Agreement: (ii) the recipient lawfully receives from a third party without restriction on disclosure and without breach
of a nondisclosure obligation; (iv) the recipient can demonstrate with documentary evidence that the recipient knew
prior to receiving such information from the disclosing party; or (iv) recipient develops independently without use of
disclosing party’s Confidential Information.

14. RIGHT TO AUDIT. Norlinx may from time to time request Customer to provide a certification signed by a
duly authorized representative of Customer that actual use of the Software is in compliance with the terms of this
Agreement. Norlinx may also upon at least five (5) days prior notice perform an audit during regular business hours
to determine compliance with the terms of this Agreement, provided that such audit shall not unreasonably interfere
with Customer’s operations.

15. GENERAL. This Agreement constitutes the entire understanding and agreement between Norlinx and you with
respect to the transactions contemplated in this Agreement and supercedes all prior or contemporaneous oral or
written communications with respect to the subject matter of this Agreement, all of which are merged in this
Agreement. You may not assign this Agreement in whole or in part without the prior written consent of Norlinx. Any
such attempted assignment in violation of this Agreement shall be void and without effect. This Agreement shall not
be modified, amended or in any way altered except by an instrument in writing signed by both of the parties. In the
event that any provision of this Agreement is found invalid or unenforceable pursuant to judicial decree, the
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remainder of this Agreement shall remain valid and enforceable according to its terms. Any failure by Norlinx or
Customer to strictly enforce any provision of this Agreement will not operate as a waiver of that provision or any
subsequent breach of that provision. Each party shall obtain the other’s written consent prior to any publication,
presentation, public announcement or press release concerning the relationship between the parties or the existence of
terms and conditions of this Agreement. The Disclaimer of Warranties, Limitations on Liability, Indemnity, Notices,
Force Majeure, Customer Representations, General and such other provisions, which by their nature should survive,
will survive any termination or expiration of this Agreement. IT IS EXPRESSLY UNDERSTOOD AND
AGREED THAT IN THE EVENT ANY REMEDY HEREUNDER IS DETERMINED TO HAVE FAILED
OF ITS ESSENTIAL PURPOSE, ALL LIMITATIONS OF LIABILITY AND EXCLUSIONS OF DAMAGES
SET FORTH HEREIN SHALL REMAIN IN EFFECT.

Redistributable Code

Microsoft Speech Software Development Kit, Version 5.1

The Redistributable Code is the property of Microsoft Corporation and its suppliers and is
protected by copyright law and international treaty provisions. You are authorized to make and
use copies of the Redistributable Code either as part of the application in which you received the
Redistributable Code, or in conjunction with the application for which its use is intended.

Except as expressly provided in the foregoing sentence, you are not authorized to reproduce and
distribute the Redistributable Code. Microsoft reserves all rights not expressly granted. You may
not reverse engineer, decompile, or disassemble the Redistributable Code, except and only to the
extent that such activity is expressly permitted by applicable law notwithstanding this limitation.

THE REDISTRIBUTABLE CODE IS PROVIDED TO YOU "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND/OR FITNESS
FOR A PARTICULAR PURPOSE.YOU ASSUME THE ENTIRE RISK AS TO THE
ACCURACY AND THE USE OF THE REDISTRIBUTABLE CODE.MICROSOFT SHALL
NOT BE LIABLE FOR ANY DAMAGES WHATSOEVER ARISING OUT OF THE USE OF
OR INABILITY TO USE THE REDISTRIBUTABLE CODE, EVEN IF MICROSOFT HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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